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DeviceOn Cloud Installation
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Step 1. Download the WISE-DeviceOn Server file

* https://docs.wise-
paas.advantech.com/en/Guides_and_API_References/ApplicationServic
es/1564727799415968385/1564727878040194797/v1.0.2

Resources Download & Contact Us

» User Manual [Google Drive, Azure Blob]
» Product Slide [Google Drive]

» Sales kit [Google Drive, Azure Blob]

+ WISE-DeviceOn Server

s WISE-Agent (Windows & Ubuntu)
» Embedded Software Technical Support Ticket System

s Contact Us: DeviceOn.Support
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Step 2. Copy the installation file to target system and run it as administrator

| [v] + | DeviceDn_Server Manage - O X
Home Share WView Application Tools 9
y N » DeviceOn_Server w | T Search DeviceOn_Server 2
Mame Date modified Type
7 Quick access
Server Migration 7/25/2022 6:52 PM File folder
I Cesktop - - - _
E DeviceOn_Server_Setup_4.6.3 | e
¥ Downloads '] DeviceOn_Server_Ubuntu-20.04_x64_4.6.3. L=
[Z] Documents F;' Run as administrator
= Pictures Troubleshoot compatibility
. Pin to Start
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Step 3. Click “Next” to start the installation process

3 DeviceOn Server Setup

Welcome to the DeviceOn
Server Setup Wizard

The Setup Wizard will install DeviceOn Server on your
computer, Click "™ext™ to continue or “Cancel™ to exit the
Setup Wizard.

< Back Cancel

ADVANTECH



Step 4. Select “l Accept the terms in the License Agreement” and click “Next”

B3 DeviceOn Server Setup x

End-User License Agreement

Flease read the following license agreement carefully

ADVANTECH Co., Ltd., EMD-USER LICEMSE AGREEMENT ~
Please carefully read the following terms and conditions before using this
product. It contains software, this use of which is licensed by ADVANTECH CO,
LTD., to its customers far their use only as set forth below. If you do not agree to
the terms and conditions of this agreement, do not use the software, Mo part of
this software may be reproduced, copied, translated or transmitted in any form
or by any means without the prior written permission of ADVAMTECH CO, LTD.

GRAMNT OF LICEMSE:

ADVANTECH CO, LTD, [the "Licensor’) grants to you this limited, non-exclusive,
non-transferable, non-assignable license solely to use in a single copy of the
Licensed Works on a single product for use by a single concurrent user only and

(®) I gocept the terms in the License Agreement

() I do not accept the terms in the License Agreement

< Back Cancel
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Step 5. Select the “Installation Folder” for DeviceOn Server and click “Next”

3 DeviceOn Server Setup — x

Select Installation Folder
This is the folder where DeviceOn Server will be installed. o

To install in this folder, didk "Mext™, To install to a different folder, enter it below or didk
"Browse”,

Folder:

C:\Program Files\Advantech\DeviceOn Server), Browse. ..

< Back Cancel
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Step 6. Enter “Public IP” or “Domain Name” for this physical/virtual machine and click
“Next”

EX Command Prompt - m} x

n DeviceOn Server Setup

Web server Attributes

Please configure the web server atiributes

If you want to review or change any of your installation settings, dick Back™. Click
"Cancel™ to exit the wizard.

Enter server IP or DMS for web server NOte: YOU can start a WindOWS
command prompt and type “ipconfig” to

retrieve your IP address(es) on this
physical/virtual machine.

= Back Cancel
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Step 7. configure the HTTP port number , and the default port is 8080

3 DeviceOn Server Setup x

Tomcat Server Attributes
Please configure the Tomcat server attributes c

If you want to review or change any of your installation settings, didk "Back”™. Click
"Cancel” to exit the wizard.

HTTFP Part Mumber

a0E0

< Back Cancel
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Step 8. Configure the password of PostgreSQL Service

3 DeviceOn Server Setup x

Pustgnﬂm Server SEI:I:ingI
Flease configure the PostareS0L server atiributes

If you want to review or change any of your installation settings, didk "Back”™. Click
"Cancel” to exit the wizard.

Username

postgres

Password

| FIIIIIIIIIIII |

Confirm password
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Step 9. Configure the password of MongoDB Service

3 DeviceOn Server Setup x

MongoDB Server SEI:I:ingI

Please configure the MongoDB server attributes

If you want to review or change any of your installation settings, dick "Back™ Click
"Cancel” to exit the wizard.

Username Database

wisepaas WISE-Faas

Password

| FiiiIiiiiiiii |

Confirm password

ADVANTECH



Step 10. Select the database installation path and cache size of MongoDB and click
“Next”

3 DeviceOn Server Setup x

MongoDB Server Setting

Please configure the MongoDB server attributes

If you want to review or change any of your installation settings, dick "Badk”. Clidk
"Cancel” to exit the wizard.

Maximum cache size (GB) (1 ~ 3)

1

Database Folder:

C:\Program Files\Advantech\DeviceOn Server'databaseMongoDE'data\dbY,

Browse...

< Back Cancel
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Step 11. Enable Capped Collections Size and click “Next”

3 DeviceOn Server Setup x

MongoDB Server Setting

Please configure the MongoDB server attributes

If you want to review or change any of your installation settings, dick "Back™ Click
"Cancel” to exit the wizard.

Enable Capped Collections (Data Recyding)

Capped Collections Size (MB)

|1|:|

Capped collections wark in @ way similar to droular buffers: once a collection fills its
alocated space, it makes room for new documents by overwriting the oldest documents
in the collection.

Mote: The characteristic of capped cannot be disabled, if you enable the collection at first.
comt ==
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Step 12. Configure the password and suffix domain of the root account and click
“Next”

3 DeviceOn Server Setup x

Login Information
Please set administrator user information

If you want to review or change any of your installation settings, dick Badk™. Click
"Cancel” to exit the wizard.

Login account (Please give a suffix domain)

This root account has the highest
permission level and is used to log in to

root@ | advantech.com. tw

"~ Password
[ereescsenees | the DeviceOn web service and create
Confirm password other user accounts.

= Back Cancel
AD\ANTECH



Step 13. Configure the password and Port Number of Grafana dashboard

3 DeviceOn Server Setup x

Grafana Information

Flease configure the Grafana server attributes

If you want to review or change any of your installation settings, dick "Badk”. Clidk
"Cancel” to exit the wizard.

Login account/password

adminfadmin

Grafana Port Number

|Euuu

Mote: Defualt account/password is admin/admin, it can be changed after first login.
= corce

ADVANTECH



Step 14. Set up the FTP service port for OTA default storage

3 DeviceOn Server Setup x
FTP Information
Please configure the FTP server attributes c

If you want to review or change any of your installation settings, didk "Back”™. Click
"Cancel” to exit the wizard.

FTP Port Mumber

2121
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Step 15. Click “Install” to begin the installation

B3 DeviceOn Server Setu p

Ready to Install
The Setup Wizard is ready to begin the DeviceQn Server installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel™ to exit the wizard.

ADVANTECH



Step 16. Allow all access of Windows Defender Firewall

& Windows Security Alert

Windows Defender Firewall has blocked some features of this

HEE

Windows Defender Firewall has blocked some features of Erlang on all public and private

networks,
"'q MName:

ERLamG  pyblisher: Ericsson
Path: C:\program files\advantech\deviceon server\oroker\erl\oin
erl.exe

Allow Erlang to communicate on these networks:
Private networks, such as my home or work netwark

[ JPublic networks, such as those in airparts and coffee shops (ot recommended
because these networks often have litte or no security)

What are the risks of allowing an app through a firewall?

Windows Defender Firewall has blocked some features of thi
app

Windows Defender Firewall has blocked some features of epmd on all public and private

networks,
Marne: m
Publisher: Unknown
Path: Ci\program files\advantech\deviceon server\broker\erl

Yerts'hinepmd. exe
Allow epmd to communicate on these networks:
Private netwarks, such as my home or work netwark

[]Public netwarks, such as those in airports and coffee shops {not recommended
because these netwarks often have litte or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

Allow access Cancel
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Step 17. Click “Finish” to exit the program

3 DeviceOn Server Setup et

Completing the DeviceOn
Server Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel
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Step 18. Launch DeviceOn Web Service Shortcut on Desktop

Recycle Bin i D\

WISE-DeviceOn o 2\

loT Device Operations and Asset Management.

Welcome back!
Login to access the DeviceOn.

Email

root@advantech.com.tw

Control Panel

Password

‘ Remember me
|7 Stay signed in

DeviceOn
Server

4

Google
Chrome

|

ADVANTECH




Step 19. License Notification : Go to Product Activation page

License Notification

A

You cannot manage any devices
Please go to the Product Activation page to purchase a license

|[ Go to Product Activation page I
]

ADMNTECH



Step 20. Click “Copy Request Code”

Purchase Licenses

DeviceOn provides two methods to activate the license, you can directly go to WISE-Marketplace to purchase or go to the
Request Form to apply for a trial license.

A Click the button to download the license request file. slg Copy Request Code

Method 1: Go to WISE-Marketplace to purchase DeviceOn license

Method 2: Please fill in the application form, we will contact you as soon as possible.

ADMNTECH



Step 21. Select Method 2 : Go to Request Form fill in information

Purchase Licenses °

DeviceOn provides two methods to activate the license, you can directly go to WISE-Marketplace to purchase or go to the
Request Form to apply for a trial license.

& Click the button to download the license request file. or

Method 1: Go to WISE-Marketplace to purchase DeviceOn license <

Method 2: Please fill in the application form, we will contact you as soon as possible.

1. Go to Request Form fillin your personal information, 2. After the review, the license file (*.If) will be sent to
license rel /gst file and submit the form. your mailbox. Please be sure to fill in a valid mail address.

10.Licensze Request File [Please export from your
DeviceOn Server)

--—-BEGIN DEVICEON LICENSE REQUEST-——- ! E

---END DEVICEOMN LICENSE REQUEST—-

| mail |

3. Upload your license file on DeviceOn's Product Activation page and click Activate.

3
E License File
~ License File

B I [ Selecta License File H Activate ]

ADMNTECH



Step 22. Fill in information on request form and click “Submit”

@ English (United States 4.Company Name *

9. License Number (1 ~ 1000), for more, please contact us. *

‘ Advantech
120

Advantech DeviceOn License Request Form

5.Phone Number *

=}

. License Request File (Please export from your DeviceOn Server) *

7
prrezees e BEGIN DEVICEON LICENSE REQUEST-----

* Required ~IpkFMZoko+xBGZviBBPwwUNWIQ4dOZWEFcDsjb
RSOp3EmE +339TcEwE gTSWII
OTLwrWSPESyVI4BZHY0GWTtmHaen2m +wQeDV 1578

+pBBIDThWIvakbmab7VS34ulIRE/SwrVREr+6ufl
Btcixj1 RZc + ST iwPwutv3VLIOXGdaczFDeXbaD
0/xBQFROBOSYKmeWDj8EPYShnCahyWeBhRRFICY

Taiwan ~ GuGKWSYCSJTd75g10Qvqj4fBiabbcgaObNBEHGXK
1.Name (First/Last) * GQwOUGMdHg3/WOIEGrpchPC50k=

6. Country *

Wallace. Wu ‘

7.Email for your Sales Representative

. . . . . - ‘ Enter a valid email address,
2.Business E-mail (Please enter the valid email, the license file will be sent back to you after the Submit

review.) *

wallace.wu@advantech.com.tw ‘

8.License Request *

@ | want to apply a license (3 Month) Mever give out your password. Report sbuse

3.Job Title *

9. License Number (1 ~ 1000), for more, please contact us. *
‘ Supervisor ‘ ( ) P The feedback you submit will be sent to the creator of this survey,

‘ 120 Powered by Dynamics 365 Customer Voice

ADMNTECH



Step 23. Once the process is approved, the Licenses file will be received

2022/10/3 (—) FF01:35
DeviceOn.Support@edgecenter.io

[DeviceOn] Licensekey File

WsEsE Wallace Wu
'ﬂE—TE?E—FE'E,H : BT EEEESNET  Outlock FSEEFHEETHNEEEFR -

LicenseFile If

677 E{UmE

ADVNTECH



Step 24. Load the Licenses file on DeviceOn Cloud system

Overview

Device

Account

Event Log

Application

Container

Settings

Notification

System

Product Activation

Dashboard

Product Activation

ServerID

0000C400AD686D2B

License Management

=)

Expiry Date: Not Activated

License File

LicenseFile.lf

@ Open
4 > ThisPC > Desktop » DeviceOn Server » Licenses

Organize ~  Newfolder

v @ | Search Licenses

Name Type Size
# Quick access )
9 Do . [ ticensefiiert 168
¥ Downloads -
[5 Documents  #
=] Pictures P
DeviceOn
Server
I This PC
# 25668 (D)
2 Network
File name || | [LFFile

Cancel

The fileln,

Select a License File

ADVANTECH



Step 25. click “Add Devices”

B

Add Device
Overview Product Activation

Server 1D License Usage
Device 1

Account

g Assigned Quantityo Licensed Quantityl 20
=

0000C400AD686D2B
Event Log

Application 4 License Management License Activation History
Container 4

Settings T 9 0
Day
Notification e

Expiry Date:

Type Import Time Start Date Expiry Date Device Quantity Apply Date Applicant
Filz 2022/10/02 22:52 2022/10/02 2022/12/31 120 2022/10/02 & WallaceWu

System

ADVANTECH



Step 26. click “Download WISE-Agent” to get the WISE-AgentSetup file and

Agent.config file

Device OnBoarding

SetUp

— 0

Setup your local device
Try to setup your local device, install WISE-Agent and connect to DeviceOn

Credential URL

http://172.22.16.44:8080/rmm/v1/iothub/credential

IoT Key

daT0de47149377dc0aZe 748058266k

Download WISE-Agent
Download WISE-Agent _k /

Hint:

(1)WISE-Agent: Available for Windows 7 and above. For Ubuntu 18.04 please contact us
(2)Hint: To fast device onboarding, please put the WISE-Agent and credential file

(Agent.config) into same folder.

wnloads
Share View
- » This PC » Downloads
MName
» D Agent.config
2 WISE-AgentSetup_1.4.42
»
-
IO
IO

Date modified

117 PM
119 PM

— O *
7]
v Search Downloads 2
Type Size
CONFIG File 1KB
Application 92,321 KB
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Step 27. install on Client device

> WISE-Agent v O  Search WISE-Agent b
Name Date modified Type Size
s
. .| Agent.config 10/2/2022 10:59 PM CONFIG File
| m WISE-AgentSetup_1.4.42 ' 92,3
s b Open
s » ¥ Run as administrator
* Troubleshoot compatibility

ADVANTECH



Step 28. Add devices

Device OnBoarding

Set Up Select Devices

Selected Device
Select the devices you want to onboarding.

Device Name

[0 connected DevicesOnly [] SelectAll

@ Advanced Option

Device Groups

O

[0 sSelectaAll Demo

Hint:

(1)WISE-Agent: Available for Windows 7 and above. For Ubuntu 18.04 please contact us

(2)Hint: To fast device onboarding, please put the WISE-Agent and credential file
[Agent.config) into same folder.

ADVNTECH



Step 29. Add devices

Device OnBoarding ©

o 2 3

Please Confirm
Confirm the information you chose.

Credential URL
http://172.22.16.44:8080/rmm/v1/iothub/credential

loT Key
da70de47149977dc0a2e74805826chcf

Selected Device

Devices Amount:1 @

DESKTOP-0DSLIO3

Device Groups Assigned

Groups Amount:1 @

ADMNTECH



Step 30. check devices status

Overview List Vv
Account Device Groups Status

Device -
root - All “ All —

List
—|— '@' m Eq Device Name  ~ | Ke i Sea . l Connected l Disconnected 0 Abnormal 2 Record(s) o /1

Monitoring
STATUS |5 | DEVICE NAME = | GROUPCOUN QUICK FUNCTION WAKE-ON-LAN MESSAGE RE

Remote Control
Direct Mode :

o DESKTOP-KKMK1U4 1 () eroteetion More..
Data — —
Group ® DESKTOP-0D3LIO3 1 Upgrade /\J‘/\ Power Protection More. Direct Mode E
Task

ADVNTECH



DeviceOn Client Installation
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Step 1. Copy those two files (WISE-AgentSetup_1.x.x.exe and Agent.config) to the
target device and launch “WISE-AgentSetup_1.x.x.exe” as administrator

> WISE-Agent v O  Search WISE-Agent b

Name Date modified Type Size
s

.| Agent.config 10/2/2022 10:59 PM CONFIG File

| WISE-AgentSetup_1.4.42 92,3
s ¢ Open
ts P ¥ Run as administrator

Troubleshoot compatibility

ADVANTECH



Step 2. Click “Next” to set up the WISE-Agent program

m WISE-Agent Setup

Welcome to the WISE-Agent

Setup Wizard

The Setup Wizard will install WISE-Agent on your computer.
Click "Next" to continue or "Cancel" to exit the Setup Wizard.

< Back Next >

Cancel

ADVANTECH



Step 3. Select “l Accept the terms in the License Agreement” and click “Next”

m WISE-Agent Setup

End-User License Agreement

Please read the following license agreement carefully

ADVANTECH Co., Ltd. , END-USER LICENSE AGREEMENT ~
Please carefully read the following terms and conditions before using this product. It
contains software, this use of which is licensed by ADVANTECH CO, LTD,, to its customers
for their use only as set forth below. If you do not agree to the terms and conditions of
this agreement, do not use the software. No part of this software may be reproduced,
copied, translated or transmitted in any form or by any means without the prior written
permission of ADVANTECH CO, LTD.

GRANT OF LICENSE:
ADVANTECH CO, LTD. (the "Licensor") grants to you this limited, non-exclusive, non-

trancfarahla nan_accimnahla licanea calabrtn tiea in o cinala rarme af tha licancad \AMarle

(@1 accept the terms in the License Agreement

OI do not accept the terms in the License Agreement

<Back | MNext> Cancel ADVANTECH




Step 4. select Quick mode as default install setting and click “Next”

Quick Mode
Select the linstallation mode.

Select Quick Mode can make the install easy and automatically. Or you can select
Advanced Mode to pick the install path and credential.

@ Quick mode (Installation path and Credential automatically detected)

OAdvanced mode (you pick the install path and credential)

< Back Next > Cancel
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Step 5. Click “Install” to begin the installation

Ready to Install
The Setup Wizard is ready to begin the WISE-Agent installation

Click "Install" to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

< Back Cancel

ADVANTECH



Step 6. Downloading prerequisite software

u A SE Ag |

Installing WISE-Agent g

Please wait while the Setup Wizard installs WISE-Agent. This may take several

minutes.
Status: Downloading prerequisite software

< Back Next >
ADMNTECH



Step 7. WISE-Agent requires the Microsoft Visual C++ Redistributable 2008, 2013,
2015 x86 packages, which will be downloaded from the Internet and set up during
the installation process. Click “Next” and “Install” to begin the installation

Welcome to Microsoft Visual C++ 2008
Redistributable Setup

This wizard will guide you through the installation process.

ca"c‘e‘

#

License Terms

Be sure to carefully read and understand all the rights and restrictions described in the
license terms. You must accept the license terms before you can install the software.

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT VISUAL C++ 2008 RUNTIME LIBRARIES (X386, IAG4 AND X64), SERVICE
PACK 1
These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiiates) and you, Please read them, They apply to the
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft
« updates,

il e

Print

Press the Page Down key to see more text,

[“]11 have read and accept the license terms.

< Back Install > Cancel

#

Setup Complete

Microsoft Visual C++ 2008 Redistributable has been successfully installed.

Itis highly recommended that you download and install the latest service packs and
security updates for this product.

For more information, visit the following Web site:

Finish
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Step 8. Click “Install” to begin the installation

>,
i, f ’ " —
’ | 010 %86 R t Setuf
Welcome to Microsoft Visual C++ 2010 x86 Redistributable Setup I
Please, accept the license terms to continue. w InSta”atlon IS Complete
MICROSOFT SOFTWARE LICENSE TERMS A Mi‘m.!n Microsoft Visual C++ 2010 x86 Redistributable has been
= 1~ installed.
Visual Studio

MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES WITH
SERVICE PACK 1

These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
qu!' lpl.ea.se Irea_cll them.l_T hey a.p[.]l‘.’ o the Snﬂw? re F’amed_alhnve, b You can check for more recent versions of this package on
the Microsoft Visual Studio website.
S| |-

[1 have read and accept the license terms.

[]¥es, send information about my setup experiences to Microsoft Corporation.

For more information, read the Data Collection Policy,

Install Cancel Finish

ADVANTECH



Step 9. Click “Install” to begin the installation

Installing WISE-Agent

Please wait while the Satiin Wizard inctalle WISF-Anant  Thic mav take several

minutes.

e et M Microsoft Visual C++ 2013

Redistributable (x86) - 12.0.40649

MICROSOFT SOFTWARE
LICENSE TERMS 5

”

7| 23ree to the license terms and conditions
e

Installing WISE-Agent

Please wait while tha Satun Wizard inctalle WISE-Anant  Thic mav take several
minutes. @ Microsoft Vi == i

St Inst Mic.rosgft Visual C++ 2013
Redistributable (x86) - 12.0.40649

— Setup Successful

Close

< Back Next > Cancel
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Step 10. Click “Install” to begin the installation

Microsoft Visual C++ 2015-2019 | Microsoft Visual C++ 2015-2019
Redistributable (x86) - 14.24.28127 Redistributable (x86) - 14.24.28127
MICROSOFT SOFTWARE LICENSE TERMS " Setup Successful

MICROSOFT VISUAL C++ 2019 RUNTIME

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. They apply to the

cnfhrrara namad shnwva Tha tarme alen annlv tn ane Mirrnenft canvirac nr

| agree to the license terms and conditions

.. 1
R | e
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Step 11. select “Launch WISE-Agent” and Click “Finish” to exit the program

Completing the WISE-Agent
Setup Wizard

Click the "Finish" button to exit the Setup Wizard.

Launch WISE-Agent

< Back Cancel
ADMNTECH



Step 12. check connection status

& service Connection — X
WISE-Agent &
Agent ID:
@ 00000001-0000-0000-0000-C400AD702B3B
Device Name:

DESKTOP-KKMK1U4

Credential URL:
http://172.22.16.44:8080/rmm/v1/iothub/credential

loTKey:
f959bf7d16b6f8b9e97fd59e048b1bce

Copyright 2022 Advantech Corp. All rights reserved.

ADVNTECH



Add App Script for AfuWin to flash BIOS

ADVANTECH



Step 1. The program must be command mode, and the program can only be executed

through the inatall.bat and uninstall.bat scripts

This PC > Desktop » DeviceOn_Server > App > FlashBIOS > bin

P

Name Date modified Type
| 5373000U060V111.BIN 2/8/2021 625 PM BIN File
[ AFUWINXD4. exe 3/21/2022 5:47 PM Application
. 2] amifidrvBd.sys 3/6/2021 7:50 PM System file
E | amigendrv64.sys 8/6/2021 7:50 PM System file
I installbat 372022 6:04 PM vs Batch File
=] uninstall.bat 10/4/2022 12:55 AM  Windows Batch File

ADVANTECH



Step 2. inatall.bat script

_ install.bat - Notepad

File Edit Format View Help
start AFUWINxGd.exe 5373000U868V111.BIN /p /b /n /% /reboot

ADVANTECH



Step 3. uninstall.bat script

~ uninstallbat - MNotepad

File Edit Format View Help
|shutd|::wn -r -t 18

ADVANTECH



Add App Script for TOP SWAP to flash BIOS

ADVANTECH



Step 1. The program must be command mode, and the program can only be executed
through the inatall.bat and uninstall.bat scripts

DeviceOn_Server » App » FlashBIOS » bin_TOP SWAP » 5.15.02.783

Name = Date modified
5 (g AFUWINx64.exe 3/21/2022 2:47 AM
4 amifldrvB4d.sys 8/6/2021 4:50 AM
I | amigendrvd.sys 8/6/2021 4:50 AM
* | c301.ROM 10/4/2022 1:13 AM
’ | C301000U060XE15.BIN 10/4/2022 1:13 AM
[%] install.bat 10/10/2022 7:43 PM

/2022 1:05 AM

 readme.bd
(=] uninstall.bat 10/3/2022 10:50 PM

.
vne

yP

Application

System file

System file

ROM File

BIN File

Windows Batch File
Text Document

Windows Batch File

ADVNTECH



Step 2. inatall.bat script

| install.bat - Notepad

File Edit Format View Help

kcopy C301.ROM C:\ /y
AFUWINx64.exe C301000U068XEL1S.BIN /p /b /n fcapsule /q

ADVNTECH



Step 3. uninstall.bat script

e

. uninstall.bat - Notepad

File Edt Format View Help
shutdown -r -t 18

ADVANTECH



Add App on DeviceOn Cloud
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Step 1. Select Repositories page to Add App

Overview App management
Repository . N
i - l/ \
pevice ‘ Default_FTP fi.g \ ',_r.;).l_l

e
Add App
Account
m Solution Package | Custom Layout | e .1\1 '@ @ Keyword Search

Event Log
WISE-Agent
Application - —
v14.420 Update yesterday  ( Windows (x86) |
App Store
_ IMX8WISEAgentSetup
My devices
v14.1.0 Update yesterday ~ ( FSL Yocto (iMX8)

Repaositories

Container [
Settings “
Dashboard ‘

ADVANTECH



Step 2. Key-in App name

Add App @

App Information

App Name
AMI AfuWin)
App Type Make Your App Available to the Public @
() © Application ()
App Description [ App Image £
No text content No Image

App Keywords (Max: 10) @ 4

Category Name (Max: 3) @

Offered by @ + Contact Support @ +
Advantech N/A

ADVNTECH



Step 3. Select App Icon Image

Add App @ Open

. = - T » ThisPC » Desktop » DeviceOn_Server » App » Flash BIOS »
App Information

o Organize « Mew folder

[&] Pictures 2l Name Date modified

Flash BIOS
App Name 2 bin

| Licenses zip

zip

AMI AfuWin

o D o

App Type

I This PC
@ Application

- 3D Objects
[ Desktop

2 Documents
‘ Downloads
J\ Music

App Description [£ |

No text content

App Keywords (Max: 10) @ +
| Pictures

. Videos

e Local Disk (C:)

S 8.5 W

Category Name (Max: 3) @

File name:

Offered by © +

Advantech

\—l ADVANTECH



Step 4. Key-in App Description

Add App

App Information

App Name

AMI Afulin
App Type
Edit App Description plication

App Description
No text content

App Keywords (Max: 10) @ 4
Category Name (Max: 3) @
Select Category

Offeredby @ +
Advantech

e
Make Your App Available to the Public @
App Image [&
No Image
e
Contact Support @ 1+
N/A -

Edit App Description

AFU [AMI Firmware Update) is a package of utilities used to update the system BIOS under
various operating sysiems. AFU only works for APTIO with SMI FLASH support.

Version : 5_15_02_0078

Note: AFU only works for APTIO with SMI FLASH support.
Compatible with Aptio 5.

To run, extract all of the files from the folder with the name corresponding to the desired
operating system.

Commands
The mandatory field is used to select an operation mode.

-/IP Program Main BIOS.

Confirm ] [
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Step 5. Add App Keywords

Add App Add Keywords

App Information

Flash BIOS,BIOS update, AfulWin

App Name (Hash BIOS —) (BIOS update +) (Afuwin +>

a AMI AfuWin

| App Type Make Your App Available to the Public @
[ ® Application o

Cancel

App Description [ App Image [&

AFU (AMI Firmware| No Image

App Keywords (Max: 10) ©

Category Name (Max: 3) @ \

Select Category

Offered by © 4+ Contact Support @ +
Advantech “ N/A

ADMNTECH



Step 6. Add Category Classification

Add App ©

App Information

App Name
a AMI AfuWin
h ' App Type Make Your App Available to the Public @
® Application O
App Description [& App Image [&
AFU (AMI Firmware Update) is... Mo Image

App Keywords (Max: 10) @ +

(Fl.ash BIOS x) (:3|05update x) (Afuwin x)

Category Name (Max: 3) @

[DEQ

[] Desktop Applications

[ iustration and Design AD\-\NTECH




Step 7. Add App provider information

Add App © Add App provider information

App Information Company Name
AMI

App Name A Company Website

a AMI AfuWin https://www.ami.com/

App Type Make Your App Available to the Public @ Company Bio

@® Application D B I U F

App Description [ AppImage [& AFU (AMI Firmware Update) is a package of utilities used to update the system BIOS under
various operating systems. AFU only works for APTIO with SMI FLASH support.

AFU (AMI Firmware Update) is... No Image
Version : 5_15_02_0078
App Keywords (Max: 10) @ +

(Flashios %) ((Bi0S update x ) ((Afuin <)

Note: AFU only works for APTIO with SMI FLASH support.

Compatible with Aptio 5.

To run, extract all of the files from the folder with the name corresponding to the desired
Category Name (Max: 3) @ operating system.
Add App provider informatic hd Commands

The mandatory field is used to select an operation mode.
Offered by @ Contact Support @ +

-IP Program Main BIOS.
Advantech - N/A w o

Confirm ] l Cancel

ADMNTECH



Step 8. Click “Next” to continue

Add App o
App Information
App Name
a AMI AfuWin
ﬁ% ol App Type Make Your App Available to the Public @
@® Application O
App Description [ App Image [&
AFU (AMI Firmware Update) is... No Image

App Keywords (Max: 10) @ +

(Fl.ash BIOS x) (BIDS update \) (Afuwin \)

Category Name (Max: 3) @

(_Desktop Applica... X ) —

Offered by @ + Contact Support @
Advantech M/A

ADVNTECH



Step 9. Add App Version information

Add App

App Information Upload Your App

Version Operating System

5.15.02.786 Select 05

Change Log &

No text content

Saveto @

Local

Source Directory @

Install Script Uninstall Script

Advanced Option

Back

ADVNTECH



Step 10. Add App Operation System information

Add App >}
App Information Upload Your App

Version Operating System

5.15.02.786 i

Change Log & \".1

No text content ] Windows (x64)

Saveto @

[ Windows (x86)
Local

Source Directory @

Install Script Uninstall Script

w

Advanced Option

Back Next

ADVNTECH



Step 11. Select Save to “Local”

Add App

App Information

Upload Your App

Version Operating System

5.15.02.786 (Windows (x64) X )

Change Log [&

No text content

Saveto @

Local

Default_FTP

Advanced Option

ADVNTECH



Step 12. Click “Select Directory” to upload Application files

Add App

App Information

Upload Your App

Version Operating System

5.15.02.786 (Windows (x64) x )

Change Log &

No text content

Saveto @

Local

Source Directory @

Install Script

Advanced Option

e

Uninstall Script

Select Directory

Back

]
=

ADVANTECH



Step 13. upload Application files

@ Select Folder to Upload

T+
Organize =
(&= Pictures
Flash BIOS
Licenses
Server
zip
[ This PC
P 3D Objects
I Desktap
[Z Documents
& Downloads
Ji Music
= Pictures
B videos

» ThisPC » Desktop » DeviceOn_Server » App » FlashBIOS »

New folder

e

MName

~ Date modified

bin

i Local Disk (C:)

v

Folder:

zip

Type
File folder
File folder

v O

Size

Search Flash BIOS

bin

[ ]

Cancel

Back

ADMNTECH



Step 14. upload Application files

Upload 6 files to this site?

=

Add App ©
App Information Upload Your App

Version Operating System

5.15.02.786 (Windows (x64) X ) o

Change Log &

No text content

Saveto @

Local

Source Directory @

Install Script Uninstall Script

Advanced Option

Back ADVANTECH



Step 15. Select install Script to “install.bat*

Add App

App Information

Upload Your App

Version Operating System

5.15.02.786 (Windows (x64) ¥ )

Change Log &

No text content

Saveto @

Local

Source Directory @
bin

Install Script

Uninstall Script

AFUWINxE4.exe

install.bat

uninstall.bat

Back

Next

ADVNTECH



Step 16. Click”Uninstall Script” and select “uninstall.bat”

Add App ©

App Information Upload Your App

Version Operating System

Change Log &

No text content

Save to @

Local

Source Directory @

bin

Install Script Uninstall Script (:)

install.bat v ~
Advanced Option AFUWINxG4.exe

nstall.bat uninstall. bat

uninstall.bat

ADVNTECH




Step 17. Click “Next” to continue

Add App o

App Information Upload Your App

Version Operating System

Change Log &

No text content

Save to @

Local

Source Directory @

bin
Install Script Uninstall Script ()
install.bat uninstall.bat

Advanced Option

e [

ADVNTECH



Step 18. Click “Confirm” to complete the process

Add App ©

App Information Upload Your App Confirm

&)

App Name

A AMI AfuWin

e App Type
b APP

App Information App Content

App Image

No Image

App Description
-/N  Program NVRAM.
-/X  Don'tCheck ROMID.

Rules

- Any parameter encolsed by < > is a mandatory field.

- Any parameter enclosed by [ ] is an optional field.

-<Commands> cannot co-exist with any [Options].

- Main BIOS image is default flashing area if no any option present. |
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Step 19. there will be two zip files download to your local machine

255

e\
; » This PC » Downloads w | Search Downloads 2
Mame Date modified Type Size
| Agent.config V272022 11:17PM COMFIG File 1 KB
EWISE-AgEmSe‘tup_'IM.m 10/2/2022 11:19 PM Application 32,321 KB
AMIAfUWin-data-v5.15.02. TB6-F92f1 c3dSed ed0f5c2ddTfeddS Tcaede. zip 12022 TOTANT WinRAR ZIP [EEAEYR BEEB
nts of AMIATuWIn(win, 64, x86)-v3.13.02.726-8330b98 301 5c66a1.2f 1 b3alfE0db 794 zip 107472022 1:01 AM WinRAR ZIP B 33,920 KB

ADVNTECH



Step 20. Upload the ZIP file on Application/Repository page

_ Repository BN N
Overview Default_FTP m - \({_?J ©
Device 1 LU Solution Package I Custom Layout ] -+ @ o) Keyword Search
Account
WISE-Agent
Event Log v14.420  Updateyesterday [ Windows (x86) )
Application -
rd |MX8WISEAgentSetup
App Store v14.1.0 Update yesterday  ( FSL Yocto (iMX8)
My devices
Upload
@ Open
Upload L A » ThisPC » Desktop » DeviceOn_Server » App » FlashBIOS » zip » 51502786 »
Organize + Mew folder
~
= | Pictures - ] Mame Date modified Type .

Flash BIOS B AMIAfuWin{win,c64x86)-v5.15.02.786-83...  10/4/2022 1:01 AM  WinRAR ZIP [Efigk

Licenses 3 AMIAfuWin-data-v5.15.02,786-f921c3d5...  10/4/2022 1:01 AM  WinRAR ZIP B2

Server

zip

I This PC
- 30 Objects

I Decktop

Upload

Upload

AMIAfuWin(win x64,x86)-v5.15.02.786-...

AMIAfuWin-data-v5.15.02.786-f92f1c3...

|

Cancel

33,920 kKB

B0 KB

ADVNTECH



Step 21. The App has already upload to DeviceOn Cloud machine

. Repository
Orerview Default_FTP - ® @
Device * Solution Package | Custom Layout ] + Q, E C‘) Keyword Search
Account
A, AMIAfuWin
Event Log SAEN v5.1502.786  Updatetoday  ( Windows (x64) )
Application -
[z WISE-Agent
App Store B 14420 Updateyesterday  ( Windows (x86) )
Success My devices
Upload Successfully LK IMX8WISEAgentSetup ) N
Repositories B 1410 Updateyesterday ( FSL Yocto (iMX8) )
Container ‘

ADMNTECH



Execute application on the cloud machine to issue
commands to client device

ADVANTECH



Step 1. Check the Client device on Application/My devices page

Overview Upgrade

Account Select Type Select Device Group
Device 1 .

root - Device - Default —
Account
Event Log

® DESKTOP-KKMK1U4
Aeelication - )
Installing App: 0
App Store

My devices
A

Repositories

ADVANTECH



Step 2. Clicks device and enter into App install page

DESKTOP-KKMK1U4 Device Details

Device Name Device ID

DESKTOP-KKMK1U4 N0000001-0000-0000-0000-C400ADT02B3

More

Upgrade
WISE-Agent
Version 1.4.42.(
Account
root

® DESKTOP-KKMK1U4

Installing App: 0

Last Connected At

20221

10/06 01:06:38

Last update time: 24 minutes ago

ADVNTECH



Step 3. select “Suggested for the device”

DESKTOP-KKMK1U4 Device Details

Device Name Device ID

DESKTOP-KKMK1U4 10000001-0000-0000-0000-C400ADT02B3B

More

Installed ] | Suggested for the device |

A oA

AfuWin_TOP SWAP AMI AfuWin

Last Connected At

2022

10/06 01:06:38

ADVNTECH



Step 4. select “AfuWin_TOP SWAP”

DESKTOP-KKMK1U4 Device Details ©
Device Name Device ID Last Connected At
DESKTOP-KKMK1U4 H0000001-0000-0000-0000-C400ADTO2B3E 2022/10/06 01:06:38

More

Installed ] Suggested for the device

=N

AfuWin_TOP SWAP AMI AfuWin

ADMNTECH



Step 5. Click “Install”

App's Information ©
a AfuWin_TOP SWAP
AMI
ﬁa Repository: Default_FTP « Vversion: 5.15.02.781 nl
A
More
Information
Last Update Operating System
10/06/2022 Windows (x64)
Offered by Contact Support
AMI No information
Keyword

(Flash BI0S ) (BIOS update ) ((Afuwin ) (TOPSWAP)

ADMNTECH




Step 6. The system will start executing the program to Client device

9

Information
DESKTOP-KKMK1U4 : Success

[ Confirm

ADMNTECH



Step 7. Client device will reboot and begin to update BIOS

Once BIOS update completed, it will reboot into the OS

Main

Advanced Chipset Security Boot

Aptio Setup Utility - Copyright (C) 2022 American Megatrends, Inc.
- Flashing. ..

HWARNING! System firmware is being updated.
Keyboard is locked.

DO NOT TURN THE POWER OFF !!!

Once firmware update is completed

system will be automatically rebooted

Flash Update
Updating main firmware

S2X

: General Help
: Previous Values
: Optimized Defaults
: Save & Exit

ESC: Exit

ADVANTECH



Step 8. Once you need to execute the program again, you must first execute the
uninstall program

DESKTOP-KKMK1U4 Device Details ®
Device Name Device ID Last Connected At
DESKTOP-KKMK1U4 )0000001-0000-0000-0000-C400AD702838 2022/10/06 01:44:23

More

‘ Suggested for the device

A | AfuWin_TOP SWAP ebatas e WISE-Agent
gﬁl Version 5.15.02.781 - E« Version 14420

Last update time: 11 minutes ago

ADVNTECH



Step 9. Click “Confirm” to uninstall program

Are you sure?

Uninstall AfuWin_TOP SWAP?

Confirm Cancel

ADMNTECH



Step 10. Click “Confirm” to uninstall program

Once uninstall program completed, the system will reboot into the OS

Success

Uninstall successfully

onfirm

ADMNTECH



Step 11. If the system is powered off during the BIOS update or fails to update the
BIOS due to other reasons, the system will beep twice after reboot and enter
Recovery mode to update the BIOS

1 1

up Utility - Copyright (C) 2022 American Megatrends, Inch ||
L Recovery

HARNING! System firmware is being updated.
Keyboard is locked.

DO NOT TURN THE POWER OFF 111

Once firmware update is completed

press any key to reboot the system

Flash Update

Updating main firmware

3%

F1: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC = Exit

ADVANTECH




Update App Version on DeviceOn Cloud

ADVANTECH



Update App Version

Once user need to modify the content of the App that has been
uploaded to the cloud service, it must add an App version.

Add App o
App Information Upload Your App

£

A4
Version Operating System
k.15.02.783

e

Change| 51502
No text ¢

5.15.02.781

Saveto | 51502782
Local
5.15.02.783

Sourcel 5 45057s5

1

Install Scnpr Uninstall Script

Advanced Option

ADVNTECH
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