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Windows| Windows 10 Ubuntu Linux on RIS{ Android on

DeviceOn Featurélighlight
16.04 x64

RoleBased Access Control
Two-Factor Authentication (2FA) ' ’ ' 0 '
LDAP& Azure AD Domain Service ’ ’ ' J )
Device Zerdgouch Onboarding

Device & Device Group Management
Device Threshold Detection (Rilased
Engine)

Notification & Alert Service

(Mail, SMS, LINE, WeChat, WhatsApp, ’ ’ ’ ’ ’

Telegram, Teams, Slack)

Device Redime & Historical Data

Monitoring

App Store OTA, Software, Firmware
' Provisioning
Power Control, Terminal, Screenshot, > >

Remote Desktop

Backup/Recovery, Protection

Device Data witZeroDowntime

Process Monitoring & Control (Terminate

Restart, Launch)

Qontainer Management (Start, Stop,

Monitoring)

Operation Management

(Batch Control & Statistical Analysis)

Audio Volume Control
1-Click to Data Visualization

Statics System Report
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Intel AMT Remote Control and

Management

Intel IPMI Remote Control and

Management

Device Map (Open street, Google, Baidu
Hardware Watchdog Monitoring
Hardware GPIO Control & Customized

Brightness & Backlight Control

Hardware Sensor Monitoring ' ' ' U U

l RO Y

I NR=7] BIOS Update

{ dzLJLJ Advantech Industrial SQ Flash/RAM
RemoteManagement & Monitoring
Advantech iBMC, Owif-Band Remote
Management (Crossetwork)
Advantech Industrial Display, €8treen

Display (OSD) Management

USB Drive Block

Z A )f R2 Keyboard Lock &ilter

UWF Protection

12 DeviceOn Server Versions
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Software Stack

Platform N\ /7 Operation N\ 7 Applications
Management Management Development
Database Management WISE-Paa$S/ DeviceOn l Data Visualization
+ Grafana allows you to
= A powerful, open source s . :
PostgreSOL objn‘ect—relahona\ database Device Management Promgtheus gggrz’n\g;f;;% jloeur: en
system. + Automatic device - metrics.
mongo * MongoDB is a document registration P theus i
database, which means it + One-key to dashboard | G) O;%wioﬁézzgf?ware
. stores data in JSON-like + Device security application used for event
documents. Grafana

monitoring and alerting.

Applications Management

Backend Management
* Web-based Ul for

+» Deployment, scaling, and deploying and managing
KBS management of . o applications in Kubernetes
containerized applications. Monitoring & Control clusters.

» Ceph stores data as « Real-time operations « Stateless, highly scalable
objects within logical « Power on/off server side application that
@ Ceph storage pools. The B ] - Remote control stores and lets you

algorithm enables the distribute Docker images.
Ceph Storage Cluster to

scale, rebalance, and « A Chart Repository server

recover dynamically. m written in Go. It provides
an API for uploading
charts.
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Update Management Machine Learning

E « Lightweight and easy to ;:47-5;11 .
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= Organizations / AdvEIOT / DeviceOn

Organization AdvVEIOT ~ Space DeviceOn ~
Application List Service Instance List Route List Usage
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A
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Security Architecture

Frontend Application Server Side
(HTML/CSS) Gateway T -
(Nginx) = HTTPs & WAF (Web Application Firewall)

Frontend ) H

(JavaScript) - Black-box testing

Backend +  White-box testing

(Restful API) - ""\. : - Binary Code obfuscation protection.

- """" & """" PostgreSOL - LDAPs and Azure AD Domain Service supported
Data Logic . :
mongo H . N

RBAC authorization management.

Edge to Server Communication
Server-distributed SSL Certificates to use SSL/TLS as
an encrypted and secure data transmission channel

LY

Edge Virus and Malware Protection

I : u % McAfee whitelist protection to prevent malware intrusion attacks
Acronis backup and restore can quickly restore the system when
it is damaged by an external attack. Combined with Active
Protection, it can automatically detect and isolate ransomware
and restore malicious encrypted data.

141 RolBaseAtce€aent ( RBAC)
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142 SSL Encryption

HTTPS on DeviceOn Web Server
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SSL Connection on Database (PostgreSQL, MongoDB)
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Create Security Credentials on Database
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Enf orce Password Policies
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143 Vul nerability Scanning Tool s
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WebApplication Assessment Report (Micro Focus)
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Skipfish
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144 Thi-Party Vulnerability Fixed and Updates
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145 Scanned Report

ubuntuserver
Mon, 25 Jan 2021 11:27:04 Taipei Standard Time
TABLE OF CONTENTS

Hosts Executive Summary

s 17222131

Hosts Executive Summary Collapse All | Expand Al
172.22.13.1

CRITICAL HIGH MEDIUM LOW INFO
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Summary

This document reports on the results of an automatic security scan. The report first summarises the results found. Then, for each host, the report describes every
issue found. Please consider the advice given in each description, in order to rectify the issue.

Vendor security updates are not trusted.

Overrides are off. Even when a result has an override, this report uses the actual threat of the result.

Information on overrides is included in the report.

Notes are included in the report.

This report might not show details of all issues that were found. Issues with the threat level "High" are not shown. Issues with the threat level "Medium" are not
shown. Issues with the threat level "Low" are not shown. Issues with the threat level "Log" are not shown. Issues with the threat level "Debug” are not shown.
Issues with the threat level "False Positive" are not shown. Only results with a minimum QoD of 70 are shown.

This report contains all 59 results selected by the filtering described above. Before filtering there were 61 results.

All dates are displayed using the timezone "Coordinated Universal Time", which is abbreviated "UTC".

Scan started:
Scan ended:
Task: 0125

Host Summary

Host Start End High Medium Low Log False Positive
172.22.13.1 NaN, NaN:NaN:NaN (not finished) 0 8 1 50 0
Total: 1 0 8 1 50 0

Results per Host
Host 172.22.13.1

Scanning of this host started at: NaN NaN:NaN:NaN NaN UTC
Number of results: 59

W ZAP Scanning Report

Summary of Alerts

Risk Level Number of Alerts

High 0
Medium 4
Low 1
Informational 2

Scanmner version: 2.10b Scan date:  FriJan 22 16:14:22 2021
Random seed: 0x888a402e Total time: o© hr 3 min 31 sec 414 ms

n? Click here £

Crawl results - click to expand:

é 4 http://172.22.13.1/ @5 @78 @497 «4310

Code: 200, length: 18007, declared: text/html, detected: application/xhtml+xml, charset: [none] [ show trace + ]

2. Getting Started

21 DeviceOn Cloud Installati on

211 Setup Standal onger e/mirseon ( On

St epldtall the DeviceOn package on your system
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s Quick access

[ Desktop
* Downloads

&= Pictures

|‘::'| Documents

Manage Downloads —

.
o

.
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Titem  1item selected 773 MB

v O Search Downloads

~

$ 30
Home Share View Application Toals
— « 4 & 5 ThisPC » Downloads
& Marme

Date modified Type

R} DeviceOn Server Setun 452 2/8/2022 10:36 AM  Apnlication

Open

® Run as administrator
Troubleshoot compatibility
Pin to Start

7-Zip >

O bt
7]
p
Size
791,762 KB
>
=

N, sz
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& DeviceOn Server Setup

Welcome to the DeviceOn
Server Setup Wizard

The Setup Wizard will install DeviceOn Server on your
computer. Click ™Mext” to continue or "Cancel” to exit the
Setup Wizard.

< Back Cancel

~—
w
(vp)]
O
O«
B
w

0KS AyaidltftlFrdAz2y LINEO
*
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& DeviceOn Server Setup

End-User License Agreement

Please read the following license agreement carefully

Please carefully read the following terms and conditions before using this
product, It contains software, this use of which is licensed by ADVANTECH CO,
LTD., to its customers for their use only as set forth below. If you do not agree to
the terms and conditions of this agreement, do not use the software. Mo part of
this software may be reproduced, copied, translated or transmitted in any form
or by any means without the prior written permission of ADVANTECH CO, LTD..

GRANT OF LICENSE:

ADWVANTECH Co,, Ltd. , END-USER LICEMSE AGREEMENT ~

ADWAMNTECH CO, LTD, (the "Licensor’) grants to you this W

(®) I accept the terms in the License Agreement
e —————

{_) I do not accept the terms in the License Agreement

Cancel

N

{ St SOy &KISt tal éi ARSMWICERS RS Ng S KB & KJ

Y

O

& DeviceOn Server Setup

Select Installation Folder

This is the folder where DeviceOn Server will be installed.

To install in this folder, didk "™Mext™. To install to a different folder, enter it below or didk

"Browse",
Folder:
C:\Program Files\Advantech\DeviceOn Server), Browse. ..
I —
< Back | Cancel

9y (i N0 B O MY d A Y

bIFEMNI (KA A

LIKe A A Ok f WBEMI delKEA 3

AYVF2NNXYEFGA2Y AaS58BP&E NPORYYVSRI AIREEE LI SIFAS YI |
dzy RSNJ GKA& Lt 2NJ52YIFAY blYSo
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3 DeviceOn Server Setup

DeviceOn Server Attributes

Please configure the DeviceOn Server attributes

If you want to review or change any of your installation settings, dick "Back”. Click
"Cancel” to exit the wizard.

Public IP or DomainName

172.22.12.240|

< Back Cancel

b2¥S2dzadilkyNI | 2AyR2g64a O2YYlFYyR LINRYLW FyR (&LJS
2y OGKAA LIKEaAOIfkDANILdAzrt YIOKAYSO®

L 2AAYSSR G2 O2y TAIdNBE (KK S IAGC tdza ISRMIF 2ySBROGSH K 0 INR
5SPAO0OShyY YIylF3aSYSyid LR2NIFf o &R-S6SyasKE2NE L2WH A
Al R2G2ay HI2AQ®0 & S NK I RING & @INDA BDPE
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3 DeviceOn Server Setup

Tomcat Server Attributes

Please configure the Tomcat server attributes

If you want to review or change any of your installation settings, dick "Back”™. Click
"Cancel” to exit the wizard.

HTTP Port Mumber
|snsn

/| 2y FAIdINE (GKS LI aag2NR 2 ¥H vikS SMEhigEBa® Ay if2 RN il
I O02dzy i RSOAOSI LISNX¥AAaAAZ2Y I | YR LIZSMEINNBIAR RIKE
LI a362NR aKz2dz R FT2ftt2¢ 0St2¢6 IFJdZARSEAYySO®

{GNRPY3 tlaag2NR wdz Sa
aAYAYdzy SAIKG OKIFNIOGSNEZ 4G tSFad 2yS ydzYo SNJ
ALISOALf OKFNY OGSNI &0 I Y3 dzDKSNUGNBEKE BIGEHSIRO] af | A KO

3 DeviceOn Server Setup

PostgreSQL Server Setting
Please configure the PostgreSQL server atiributes

If you want to review or change any of your installation settings, dick "Back™. Click
"Cancel” to exit the wizard.

Username
postgres

Password

[ |

Confirm password

sessnsny |

/| 2y FTAIAINE (KD2LW pABRONRORPEASAGERFA2BSOHAOKI EASYa
I 002dzyi YR RI(GlIomab{4s4®& GEAASLI BHawzNRO K2de

Nbzt S& & 2dzift AYyYSR F10620S®
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3 DeviceOn Server Setup

MongoDB Server Setting

Please configure the MongoDB server attributes

If you want to review or change any of your installation settings, dick "Back”™. Click
"Cancel” to exit the wizard.

Username | Database

wisepaas [ WISE-Paas

Password

|

Confirm password

........l |

{ St SO0 GKS RIGEFEOF&S Ayadltftl iA20Sa® (K K ANBE &K
gAff NBadzZ G Ay o0SGUOUSNI LISNF2NXIyOSd® C2NJ Y2NB A
2TFTAOAL t @ #2 OdzY Sy i

n DeviceOn Server Setup

MongoDB Server Setting

Please configure the MongoDB server attributes

If you want to review or change any of your installation settings, dick "Back™. Click
"Cancel” to exit the wizard.

Maximum cache size (GB) (1~ 3)

[

Database Folder:
C:\Program Files\Advantech\DeviceOn Server\database\MongoDBY4. 2. 1\dataldb)

Browse...

< Back Cancel

Ly 2NRSNJ G2 | @2AR GKS KIFENR RA&]l &L} OS GISIAYSR dz
YSOKIXNAGRT G aAYALl QydDS OANRMA SWiaazyFINAEY & Ala
F2NJ ySg R20dzySyida 6ail ezBSPG AR G NVYy 30 KEK 8023 ff BDili & »
OKI N} OGSNRAGAO 2F OF LIISR OFlyy20( 06S RAalof ST AT
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n DeviceOn Server Setup

MongoDB Server Setting

Please configure the MongoDB server attributes

If you want to review or change any of your installation settings, dick "Back™ Click
"Cancel” to exit the wizard.

Enable Capped Collections (Data Recyding)

Capped Collections Siez (ME)
| 10]

Capped collections work in @ way similar to circular buffers: once a collection fills its
allocated space, it makes room for new documents by overwriting the oldest documents

in the collection.

MNote:
The characteristic of capped cannot be disabled, if you enable the collection at first.

/2y FTAIdzNE (KSR LA &RIAZENRRRY F WB2 G | 002 d/éi0 OIREER Y@f |
bbSEG ¢KAA NRP2GABROEGzy/ WISKYVAZAEKSY K f
ASNIAOS YR ONBIFIGS 20KSNJ dzZaASNJ | O02dzy i a o

3 DeviceOn Server Setup

Login Information

Please set administrator user information

If you want to review or change any of your installation settings, dick "Back™. Click
"Cancel” to exit the wizard.

Login account (Please fill the domain host)

root@kdvanted'u.com.tuﬂ |

Password

L"""". |

Confirm passwaord

L........ o |

0 dzLJ GKS 1 ¢¢t &ASNIBAOS LI2NI I @ NHRNI 1 BH &3 ¢ 2RIF
2

{ S
FRYAYKFRYAY® _2dz 6Atf 068 +Fo6ftS (2 Y2RAFE GKAA |
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3 DeviceOn Server Setup

Grafana Information

Please configure the Grafana server attributes

If you want to review or change any of your installation settings, dick Back”. Click
"Cancel” to exit the wizard.

Login account [ passward
adminadmin

—

HTTP Port Mumber

Rona

Mote:
1. Defualt account/password is adminfadmin, it can be changed before first start of grafana.

(St dzLJ G KS C¢the¢a SRIZFOSKBIZ RB F RBzRS MIIDNT se@edSyCaI v
2UKPNA f2y3 | G2 T REBEE YVRKIYR2ING & @NDADBG d

n DeviceQn Server Setup

FTP Information

Please configure the FTP server attributes

If you want to review or change any of your installation settings, dick "Back”. Click
"Cancel” to exit the wizard.

FTP Port Mumber

13121
.

< Back Cancel

A
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3 DeviceOn Server Setup

Ready to Install
The Setup Wizard is ready to beain the DeviceOn Server installation

Clidk "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

<oeck el ]| cance

/ £ ACOMyEAGEIRRK $ ELUNR I NI Y O

3 DeviceOn Server Setup >

Completing the DeviceOn
Server Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

Step 2: Launch DeviceOn Web Service Shortcut on Desktop
w2 &aK2NIOdzia oAff 0SRVSYSAl T 8RI &S NIKISO RISER i 2 &.
2yS Aa FT2NJ 0KS DN} TFFyl RIFIaKo2l NRO®

ok
B~ @

Grafana DeviceOn
Server

/| tAOPSHROSHY FBANBAHNzG Ay 2NR
Yyl 3SKYBERIGE YY Sy RS RNIF2SKEEESIzA S
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D D O
a O P O %
WISE-DeviceOn = .
e e — 4
loT Device Operations and Asset Management. (@\‘
OB,
Welcome back! o
Login to access the DeviceOn. e '
Q%
Email
[ A
Password S5 .
Q ‘ 1
I '
[0 Rememberme Forgot password ? @ o 1 <( )) |
[0 staysignedin Sign Up A =0l Lo . : J
. == |
. 1 ==

212 Setup Standcdaloomnd oYerUbungme mii sra1)x ( On
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—» PostgreSQL password setup.

> You need to input a password for super user 'postgres'

2 KSYy @2dz NMzy Ayi(2 (GKAa adSLI GKS [[jdSaliArzy aKz2ga
dzaS (2 t23Ay t 2 dR2BNEHAND2 RfdieolasS F2NJ
B. ¢KS LI 33a¢0@WNRSAF2rBASMNAY a2y3I25. RIEGIoFasSo

—» MongoDB password setup.
- You need to input a password for user 'wisepaas' within database 'WISE-PaaS’

2 KSYy @2dz NHzy AYUR2UKAK2aaSIIAIRSH haz88§d Wwdzald AylL
dzaS (2 f23AYy a2 HaS4lcEidyoilda S T2 NJ
C. ¢KS @QIftAR Lt 2NJK2ad yryYyS 2F G4KS GFNBSO K2aid

—» A valid IP or host name is required.

» The IP or host name you input here will be used by agents to acquire
> connection information.

2 KSy @2dz NHzy Ayid2 GKAA adSL) GKS |jdSadsS2§l BES & a
I K2aluylryYyS o0S@Sy + Cv5b0 Aa Fftaz2 |OOSLWilrotS AT
€2dz LINPPARS®

D. LT Gdz2Ny az2y3d25. OF LIWISR FdzyOlAz2ylftAGe 2y 2Ny

—» Turn 'capped' on or not.

> MongoDB has a feature named 'capped'. It will recycle disk size for those
> collections turn this functionality on.
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—» DeviceOn portal password setup.
> You need to input a password for super user 'root' to login DeviceOn portal

> NOTE THAT A VALID PASSWORD TO LOGIN PORTAL MUST CONTAIN:

» 1) at least eight characters

> 2) at least a number

» 3) at least a lowercase letter

» 4) at least an uppercase letter

> 5) at least a special character but " ', "\', and """.

2 KSy @82dz NMzy Ayid2 G(KA&a adSL) GKS ljdSaidrzy &K2g4a
dzaS G2 f23Ay SNRERHRDH W (I 1IF90OMIDG2 TRYZiiNDG

CAylLfttez | @g2NJlFofS 5Sﬁxi@w&%ﬁé@mm$myémedrszlézécﬁé
KaGLIY K otfiv t 9 { aflsh bé 2 dz & K2 dzf R §SS GKS SOGAOShy f 2:

213 Dol Dyevice®n Azure (Enterprise Edition)

@ A O iy SR SAL¥ RSB ENADHINMIDER YR LI
t

T 'y FFOGAGS 11 d2NB adz0 aONRLIGA2Y @
17 ' YT dNBYyADLEf SR 2y @& 2 dzNJI fdiNBi RIBO drFHSRa 3 i 128 RS
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Command Prompt
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Custom deployment
Deploy from a custom template
Select a template Basics Review + create

Template

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Instance details

Region = (@ Southeast Asia

Application Id = @

ord * @

Tenant Id * @

Email

Location @ southeastasia

lo THub Sku @

lo T Hub Unit &

3

utcNow('mmss’)
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Custom deployment

D a n template

% Validation Passed

same billing frequency as my Azure subscniption, until | discontinue use of the offering(s); and (c) agree that, It the
deployment involves 3rd party offerings, Microsoft may share my contact information and other details of such
deployment with the publisher of that offering.

Microsoft assumes no responsibility for any actions performed by third-party templates and does not provide
third-party products or services. See the for additional terms.

Deploying this template will create one or more Azure resources or Marketplace offerings. You acknowledge that you
are responsible for reviewing the applicable pricing and legal terms associated with all resources and offerings deployed
as part of this template. Prices and associated legal terms for any Marketplace offerings can be found in the

: both are subject to change at any time prior to deployment.

Meither subscription credits nor monetary commitment funds may be used to purchase non-Microsoft offerings. These
purchases are billed separately.

If any Microsoft products are included in a Marketplace offering (e.g. Windows Server or SQL Server), such products are

licensed by Microsoft and not by any third party.

Basics
[EABT] Demo Test
Sephi-DeviceOnAKS

Southeast

sephiroth.wang@advantech.com.tw
southeastasia

1

= san

SYGANBE RSLIX 22 YSoyni YL ARRIASEESS Nii 1O 2SvaL IS@ A ¢
SAGS | YIFAtT y2U0AFAOIGAZ2Y ® ¢KS {G2NARYS]
Lt yR f@82¢gzy i ®J 3a62NR
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& Microsoft.Template-20210331104517 | Overview =

Cancel 2 / Refresh

Overview We'd love your feedbackl =
Inputs
= Outputs Deployment is in progress

Template Deployment name: Microsoft Template-20210331104517  Start time: 3/21/2021, 10:45:19 AM

Sub: : Correlation ID:
Resource group:

Deployment details

Resource Type ‘Operation details

Microsoft.Storage/stora
AKSCluster Microsoft.ContainerServi... Cl
mongo-wlim5ayxhu566  Microsoft.DocumentDl
iothub-wlimsayxhus66 MicrosoftDevices/lothubs Cl
deviceon-upgrade-aci Microsoft.Containerinsta... C
eventhub-wlim5ayxhu566 ft.EventHub/na...
servicebus-wlimsayxhus...

Microsoft.Storage/stol

pgserver-wlimSayxhu566  Microsoft.DBforPostgreS... Accepted

ADVANTECH

Dears,

Thank you for purchasing WISE-DeviceOn

This letter informs you that the service has been deployed on Azure PaaS successfully with following access

information.
® DeviceOn Portal ® Grafana Dashboard Portal:
Username Username:
Password: Password

Note: Auto-activation apply to first-time purchase and deployment.
Product information and additional license purchase: https:/iwise-paas.advantech.com/en-us/marketplace/detailinfo/52

This is an automatically generated email, please do not reply
Best regards,

ldadzYAy3d GKFEG &2dzNJ YEAE Ada AYOISNDSLIISRkOH
6S sAff adyOKNRy2dzaf e IGINENFS .idepa I [A2/T RN I
& 2 uBXA 2 dzZNDGe 2P 2L SNER i (I KB( 2NHOERdpg §F R
O2y i\ V[BNI{ SNIOSNLY®P2NKFI GREYyO2ZAI AYSNI KI a

Y
gFAG | FSg YAydziSa F2NIAYAOGALIEATFIGAZ2Y @
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Sephi-DeviceOnAKS

Add Edit columns Delete resource group

@) Overview Essentials

B Activity log
Access control (LAM)

Tags
Tags ( )
Events
Deployment : Succeeded

Settings
Deployments

@ security Showing 1 to 12 of 12 records. [ 0)

Policies
Properties

Locks

‘Cost Management

% Cost analysis

B Cost alerts (preview)
Budgets

% Advisor recommendations

Upload Change access level Refresh | Delete Change tier |

Authentication method: Access key

Lecation: log
Diagnose and salve problems

Access Control (IAM)

Settings Name Modified Access tier Blob type

Shared access signature B Deploymentlog Block blob

server-config.xml Block blob

% Access policy

+ B Serverinformation.l...

O]

ili Properties 3/31/2021, 11:10: Block blob

® Metadata

Download Refresh | Delete

Overview Snapshots Edit Generate SAS
DeviceOn Portal:

Account:

Password:

Grafana Dashboard:

Account:

Password:

G2 NBaz2dz2NDS
2F RSODK2BYOY RS

eu

al gz GKI G

Refresh

Location == all <

6 KEKS
AGa T /t2E8Yi2FANB{ v [ XS
O2y il Aya

Export to CSV Open query \

L on
Southeast Asia

*5 Add filter
No groupin
Type *
Kubernetes service
Container instances
Event Hubs Namespace
Function App
Function App
Storage account

loT Hub

Acquire lease

Show deleted blobs

size Lease state

5.48 KiB Available
6.41 KiB Available

1588 Viewfedit

(©)]

Download

Properties

IANR dzLJ ISYSNI GSR 2y

a SIxBIZA DS yAIdzQIKS 3
' Yy20KSNJ NBaz2dz

Yy2RS®
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22 DeviceOn Client l nstall ati on

221 Setup Device Wnhoagwsi ng (
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WISE-DeviceOn

loT Device Operations and Asset Management. @

Welcome back!
Login to access the DeviceOn.

\9

g <]

Email
(& A
Password : 3
R i
/ 5 1 ! )
[0 Rememberme Forgot password ? J @ — [] ‘ \((\“))
ignedi SignU : g
[0 staysignedin ign Up //,:& -
(& N =
. 1k == =|J|=
= = K
- =
. = {0l " s
.=' _: - |||||.'.
. = "=

Step52:6y R22AMRASYYIRYYSOBYEYIdzNI GA2Y 6! ASYyiG o002y TA3
G GKS FANRG f23AyT GKS a45SOA0S hyo2BREBN¥EZE RRA
G2 384G GKS 2 LiffHE & ySid SINIYSEWSGI RS NBALISOGA GBS O2yy.
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http

Device OnBoarding

Set Up

Setup your local device

Try to setup your local device, install WISE-Agent and connect to DeviceOn

Credential URL

loT Key

Download WISE-Agent - 9)
[ —

Hint:

(Agent.config) into same folder.

(1)WISE-Agent : Available for Windows 7+, If Available for Ubuntu 16.04 please contact us

(2)Hint: To fast device onboarding, please put the WISE-Agent and credential file

gFAG F2NJ O2yySOlGAy3d RSOA

Device OnBoarding

SetUp Select Devices

Selected Device
Select the devices you want to onboarding.

Agent Name [ Only Connected Devices
Select Device v
QO Advanced Option

Hint:

(1)WISE-Agent : Available for Windows 7+, If Available for Ubuntu 16.04 please contact us

(2)Hint: To fast device onboarding, please put the WISE-Agent and credential file

(Agent.config) into same folder.

Back ] [ Next ]

YSelto cudpe vi c e
i K2asSL i &8 E ySRdzlS@Em IBERESHSESO 22 T AAKS G

& L 13 §ySil dzLiy véd B-d¥E AFSREYSA v A & (0 NI G 2 N3p

NH S U

Pur c hlansfeo r mi&a tPir ord u c t

46

(i

R

S


https://campaign.advantech.online/en/DeviceOn/index.html

ADMNTECH

Enabling an Intelligent Planet

ol ‘ . v WISE-Agent - |$?‘ | Search WISE-Agent
Organize v Open Share with ~ New folder
T T MNarne Date modified Type Size
Desktop || Agent.config 12/3/2019 106 PR COMFIG File 1KB
& Downloads n\MSE-AgentSeh_n 1217 124342019 1206 PR Application §5,633 KB
5l Recent Places Open
I'@' Run as administratar I
i Libraries Troubleshoot compatibility
3 Documents [& Edit with Motepad++
J‘ e Share with 2
| Dichip,
= A L A v A % & =
/ X OY S Eiiiz &S (¢ LdiR SR I NI Y @
] WISE-Agent Setup >

Welcome to the WISE-Agent
Setup Wizard

The Setup Wizard will install WISE-Agent on your computer,

Click "Mext" to continue or "Cancel” to exit the Setup Wizard.

{St E§06O0OSLII GKS GSNYaE eAy yREDERIOGSYWa S ! INB

] WISE-Agent Setup

End-User License Agreement

Please read the following license agreement carefully

ADVANTECH Co., Ltd. , END-USER LICENSE AGREEMENT ~

Please carefully read the following terms and conditions
before using this product. It contains software, this use of
which is licensed by ADVANTECH CO, LTD., to its
customers for their use only as set forth below. If you do
not agree to the terms and conditions of this agreement,
do not use the software. No part of this software may be

W

(®) I accept the terms in the License Agreement

()1 do not accept the terms in the License Agreement

X
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d 3SYy i 60AWTANKS WbdNG| F28 RENE2ay Ay (KA& RHAOP 3

a2RSE GKS Ayadlftl&ANRFNLVERRDS 7 ISPRE i 2L T /&2 dz 6

fA1S (2 FR2dzad GKS Ay dRIETyIOGRDYE 2RSSOl GA2y S LI S|
vdzi Ol Ya2 RS

] WISE-Agent Setup >

Quick Mode

Select the Iinstallation mode.

Select Quick Mode can make the install easy and automatically. Or you can select
Advanced Mode to pick the install path and credential.

(®) Quick mode (Installation path and Credential sutomatically detected)

() Advanced mode (you pick the install path and credential)

| RO yOSR az2RSY
{ StRKSy a i Bt REANRFARY

[0 WISE-Agent Setup — pd

w»

Select Installation Folder
This is the folder where WISE-Agent will be installed.

To install in this folder, dick ™Mext”™. To install to a different folder, enter it below ar dick
"Browse”,

Folder:

C:VProgram Files (x86)\Advantech\WISE-Agent) Browse. ..

{ SdaLI KGt 2 dzR 02y y SOU N Ny REF WighLA Z W] & 2 § y B2 NOY | o0k 2
NE G RKRBBESSOA @Sy LR NI IHF { &S K203y ®R Ot A O1 «
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. GANR2dzOK 2y 021 NRERIE Y ROyl SEOoKIDIIKE NI F R NNA O S
O2y FA IdANKLEBNER2A/A 32A0y2 Y Ay 3 a4 SNIIS NJ
G! aardy G2Y! aBRK! OOPazgayad KlFa Abda 2y 02yyS
gAff 0S FaaAraySR (2 GKAa F002dzyid Fdzi2YIl GAC
. GOyl 0tYSSEKOR2YYdzy A Ol G AFS VIR SSWA OShy [ f 2dzR
OKSO1SR ORSTFIdzA G aSaGdiAay3aoz Iff (GKS YSaal 3¢
yyve® hiRPNIMGS dza SRoXF A KRAz ¢ ¢ { |

[ WISE-Agent Setup d

Server Setting

Please set the server address which you want to connect with

[] Zero-touch onboard {Advantech Platform Only)

Credential URL: https: /fap T se- s,comfvifee eCredentials |

IoTKey: |b34  &cal a07fdz 60b2aaBiavj |

|+ Assign to User Account
Enable S5L

Example:
Credential URL: https: //api-dccs. wise-paas.com v 1fserviceCredentials

IoTKey: bOf66125-4cec-42da-bbac-2109c79adce

a1 d AN & KNRBdzI R dd @k i Y
GN} £+b/ AyaidlttraArzy |
S LX SIrasS asStsSod asAaal

2 L ASYdzLILI2Z NI a NBY20S RS
f20F0A2y 2F @2dzNJ 26y | f
FSFEGdzNE G2 6S F@FAflFofS

[ WISE-Agent Setup

Choose VNC Setting
Please choose the VNC setting when installing WISE-Agent Agent

Please select VNC setting you need:
(® Default VNC server
|

() Custom installed VNC server (only support UltraVNe)

() Disable KVM connection

5904
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2 LgASKHYIGSANG 1Sa LUYUSgS! att yo BPYSY G ¢SOKy2f 2:
YIEYlF3ISYSyld 6t2¢SN) ! LI 526y /@0fS IyR wSasSido
0KXBISNI GAYy3a &a2aiSY KFa ONIaAaKSR® | 25SOSINENK KA 2
Apl@ RYR (GKS (FNBSG RSOAOS ySSRa (250NBSNg$ & KS
LING2 Y FAIdZNE Al a¢> SyloftS AG Ay GKS RS@OGAOSQa
AYVF2NXYEFGA2Y Ay GKAA RAIFf 23RANBY2dSoDaz/yRNRA | §

[0 WISE-Agent Setup

Choose IAMT Setting
Please choose the iIAMT setting when installing WISE-Agent Agent

Please select iAMT setting you need:
(®) Skip IAMT setting

() Set up iAMT account and password

I £ ALON&ElaHdE2 0 SIAAY GKS Ayadlfttldazyo

] WISE-Agent Setup

Ready to Install
The Setup Wizard is ready to begin the WISE-Agent installation

Clidk "Install”™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

< Back Install Cancel

2 LftASNRBIlj dZANBa GKS aAONRaA2Fd0 +Aadzadft /bbb wWSRA.

GKAOK gAftf 0S R2oyf2FRSR FNRBY (KS LYyGSNysSa

AY |y SY@ANRYYSYy(d 6AGK tAYAGSR RRBYy@ 5 FHISNIS
|.

t L Ol IXNRdzAK Iy LYGSNYySi O02yySOGSR RS@OAOS \
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B3 WiISE-Agent Setup e

ﬁ Microsoft Visual C++ 2013 Redistributable (x86) - 12.0... — >

Microsoft Visual C++ 2013
Redistributable (x86) - 12.0.30501

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ REDISTRIBUTABLE FOR VISUAL STUDIO
2013

These license terms are an agreement between Microsoft Corporation (or
hacad nn wihara wo live  nna nf ite affiliatac) and v Plaaca raa A tham ~

| agree to the license terms and conditions

Install Close

< Back MNext >

/ £ ACAYEAGEIR SEAG GKS LINRIANF YO

[ WISE-Agent Setup X

Completing the WISE-Agent
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

St epLd4unchWItS$hEgent
[ £t A0 22Vt HEBIAD2Yy 2y (GKS 2 Ay R2bH i BSEAE NP AW (G 3 NF LK

WISE-Agent

- A A

L¥ GKS adliddza aK26a a5Aa02yySOGSRéx LI SIHasS Yl

FYR GKFG @&2dz KIS a0NGHSRES G 2AIHFRDIIANVASIHWM G KSNJ

oZUHMIQDNQ A0MNBO 2N 2y LINBYAaS oadlyRFf2yS &SN

A0SYIFNA2d ¢KSys> L SIFaS Oft A0] GKS da/ 2yySOaGé¢ o dz
51
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B service Connection = X
WISE-Agent &
Agent ID:
@ 00000001-0000-0000-0000-000BAB45599B
Device Name
AIMB-584
O
Credential URL:
http//172 125 -8080/rmm/v1/iothub/credential
loTKey
b33 2e”75ck 38d 'd13dec e54c2
Step 5: GYowWDe V nsg e
hyOS (KS RSOROPGAOSYFARNPAAIEY I LI IST 6KSNE GKS RS
aSt SOGSR®
Device OnBoarding >}
Set Up Select Devices

Selected Device

Select the devices you want to onboarding.

Agent Name O only Connected Devices
v
Keyword Search
(1) AC09
Data loading completed
(2)Hint: To fast device onboarding, please put the WISE-Agent and credential file
(Agent.config) into same folder.
[ Back ] [ Next ]
¢ KSNB53RE dZBAMNR dzLJ G KI &G Oly 6S dzaSR:Z
OKSOlAy3 4! ROl yIOSRERNMME A Ay & A&

2N 2GKSNJ 3IN

RISPVAPVSG YI yI 3SYSyY
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Device OnBoarding

Set Up Select Devices

Confirm

L 2

3

<]

Please Confirm

Confirm the information you chose.

Credential URL
loT Key

Selected Device

Devices Amount:1
(aco9)

Assigned Device Groups

Groups Amount:1

(Default)

St ep 6:DeStiaret Management

awSo

Overview

Device ‘
Account

Event Log

OTA ‘
Setting «
Dashboard 4

& RSTlIdAmiEY8 oRrOGMWSEY & ¢
2

I NBE  NBNHISBYRAIKFZRNIG K ST 193 delS

s A 2 A Z, A A N A
DUCKS 20SNBASg LI IS FdAdzZNUKSN) aKz2ga
B & e e
Real-time Actions
r__a
)
>
New Reboot Screenshot
Reboot Default Screenshot Default
—_ —_
[ Event ] [ System ] [ Device Status ] [ Device Rank ] [ Device Map ] A
Event
Schedule List < TMonth 2020Year > | Events Statistic
Mon T Wed Thu F Sat s, Total today: 7
5 @
1 2 3 4 5
6
6 7 8 9 10 u 12
5
No schedule 13 14 15 16 g 18 19 4
There are no schedule.
20 21 2 23 2% 2 26 :
2
27 28 2 30 31 ‘
0
Information

iKS
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222 Setup Device Onboarding (Linux)

28 | f42 LINROARS |y AyadlftSNI F2NJ ! 6dzyilidz [ AydzE
gAtf 3JdzARS &2 EBPG G2y Ayadg bz [ AydzEd b20GS KSNEB
¢KS ABLYG ! odzyldz [ Ay dzE Ay & (glAtatSESandzy (¥4 My &2 E
MOE PEdMN @bz Olj dZANB (KS AyadlftSNI IyR SY&dABdzKE E
NHzy y Sy A YyEK £ £ SNI gAGK |y I O02 dzyaidzB20G2SWNY | (iyKR: yi 24 Na
KAIKSNI LINAGAE SaISas 2N GKS Ayadlttlraazy Yre Tl A

{GSLI MY hLISY | GSNXAYIf
¢KS AyaidlftftSNI Ndzya Ay /[ L o6/ 2YYlIYRNPRAFSI afyd SNF

LJ HY /2L GKS AyaidlttSNI G2 dGFNBSG Kz2ali
GKS g6l & @2dz tA1S G2 O2Lk® GKS AyadltftSN (2

-
Q¢ i
w w

{GSL) oY {SG GKS AyadltftSNII+a SESOdzilof S
Ly (KS NUSNYAR fromepIpSiyaitiz § dE my wedrie PE® B ONEBy/ G (KS A
&4 'y SESOdzil 6tS FAtS dzyRSNJ ! 6dzylidz [ Ay dzE®

sephiroth@sephiroth-VirtualBox:~5 chmod 8755 wise-agent-Ubuntul 18.84\ x856 64-1.
4.10.0.run

sephiroth@sephiroth-VirtualBox:~$ I

{GSLI nY wdzyyAy3a GKS Ayadlft SN

/ KIy3S @2dzNJ 62NJ Ay 3 RANBOG 2NBH @ ByddonSiING NKSn ik V&
MOE DEHRDI ONHAY YI & AayzRS R @Bydday( dz vy mudE OEyPaiaNlzyO lj dzA
KAIKSNI LINAGAE S3ISa AF &2dz 6SNBE t233SR Ay Fa |y
sephiroth@sephiroth-VirtualBox:~5$ sudo ./wise-agent-Ubuntul 18.84) x86 64-1.4.10

.0.run

[sudo] password for sephiroth:

Verifying archive integrity... 100% All good.

Uncompressing The Installer for WISE-Agent 100%

Install AgentService.

Jtmp/selfgz28285

INFORMATION: Target device (Ubuntu 18.04) matched with (Ubuntu 18.84).
Copy AgentService to fusr/local.

'.fAgentService' -= 'fusrflocal/AgentService'’

{GSLI) pY M{ASWH RYRO9/ 2yySOG G2 5S@GA0OShy
[ KFy3aS @2 dzNd dRBANKEE CRUCINEBK YRS INfRYS NID K (DS ( Hz/ B@ R SID OA 2 v
AYF2NNYEGA2Y S adzOK a ONBRSYGAILfT !w[Z L2¢YSeé&s 5
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sephiroth@sephiroth-VirtualBox:~$ cd /fusr/local/AgentService/
sephiroth@sephiroth-virtualBox / 1 ntSe etup.sh

.. - : ; _ —
= = AgentService Linux S ==
FEEIFEAITEAXTEA IR IR I AR T A I A drddhddhddddddddddhddhddrhdddddddrdrddhddhddddrdrddrdrddrhddhxd

EE Y

FireWall is disabled

Pid: 28496

find app dir Jusr/local/AgentService.
AgentService Path: fusrflocal/AgentService
sending request to stop AgentService

AR R AR R A R A R A A R R A R A A R R A R R A R A A R A A A R R A R R A A A A A A A A AR A AR A AR AR A AR A AR A AR A AR R RRS

*hkkdkhkxkhkhkxkhkhkhkhkkhthkhikx

Do you want to configure WISE-Agent now? [y/n](default: y)y
Zero-touch onboard [y/n](default: n): n
Input Credential API URL(default:https:/fapi-dccs.wise-paas.com/vl/serviceCreden

tials/):

Input IoT Key(default:):

Assign device to User Account [y/n](default: n): y

Enalbe TLS [y/n](default: n): y

Input Device Name[Len:4--35](default:sephiroth-virtualBox):
Input AMT ID[Len:4--35, or na](default:

Input AMT password[Len:8--16, or na](default:):

Select KVM Mode[@:default, 1:custom WNC, 2:disable](default:0):
Input VNC Port[1--65535](default :5900):

FEEIFEAITEAXTEA IR IR I AR T A I A drddhddhddddddddddhddhddrhdddddddrdrddhddhddddrdrddrdrddrhddhxd

EE Y

Do you want to start WISE-Agent now? [y/n](default: y)

WISE-Agent Service Starting...
RMM Linux setup successfully!
sephiroth@sephiroth-virtualBox: fusr/ [AgentSer

1. LSNP dzOK 2y 020 NRFAAdzZNI G BANE | yR 1ljdza 01 O2yySOi

¢KS RSTlLdzZ G Aa RAaAlFIOfSR oyoo®
2. 9V SN RSY G AIRR2 ¢ !GWKE & Ay T2 NNWBIHIINRSYD SO ZFdefPRY (1 KS 5 ¢

Device OnBoarding o

SetUp

o

Setup your local device
Try to setup your local device, install WISE-Agent and connect to DeviceOn

Credential URL
© ®

loT Key

Download WISE-Agent i

Hint:
(1)WISE-Agent: Available for Windows 7 and above. For Ubuntu 16.04 please contact us

(2)Hint: To fast device onboarding, please put the WISE-Agent and credential file
(Agent.config) into same folder.
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3.1aaA3y RSOAOS G2 ! aSNI ! O02dzy (rYs S RrddA NP ¢zLIo A Y
@2dzNJ | O02dzy it 2y GKS LERNIIFE Fdzi2YlFGAOFT @
4. 9yl oftS ¢[{Y ¢dz2Ny hbkhcCC (G4KS ¢[{k{{[] Y2RS®
5. Ly Ldzii 5S@A0S bl YSY DR®BS A2 N0 RIKBA O NI SD |y
6. LYLldzi !a¢ L5 FyR LI&aag2NRY LT &2dz2NJ RS@AOS
tFradg2NR G2 SylofS (GKSasS FTdzyOlirazyao
7. { St SO0 Y+RSAR®REH h2 ¥ RAOEBFf SASNI OFly dzaS 2 dzN
adzLILIR2 NI 0KS wiHYYHRR Y5 $2] BIWISNAY I n @ yRI Ak 05+
dzaS GKS RSTl dzZf G/ 4R NB WS §BEREYRSe abt SIBGRe KI ¢
SYGSNAYy3a M YR LINPGARS GKS fAadGSy LERNI | yR
H®
2 KSydzemtzy AyiG2 0GKA&A AGSL) GKS ljdzSaidAzy akKz2ga f
I O02dzy i @

3. DeviceOn User Interface & Functions

31 DeviceOn Server (Standal one)

¢KS adlyRIf2yS @SNBRAZ2Y LINRPOARSA |ff LI O1F3ASa
AyOf dzZRAYy3 wlooAlav a | YS&aalr3dS oNRB]ISNE azy:
Gradz- t ATFGA2Y S ¢2YOFG F2NJ 6S0 aSHNEAGSEA OSY K
O2YLRyYySyida FTNRY ONIaKAy3a 2N oSO2YAy3a dzyNBalLRya
CKS F2tft26Ay3 aSOGA2Y S6odmMdMO AYUNRBRdzZOSa GKS ¢
YR Syloft SkRAaAlIo6fS 5SPAO0OShy O2NBE 02 Y ARWS yoibavdd HO

311 St andal one Server Control
I FOBKESS OA OShy aill KREf 8% S g READ S }NE LAV NPK 2 dzf R & K
0KS ae®»isSy GNI e

0 | @

L A P

LXG R2Sa y20 aK2gx dei ST2N H2Y Si eNRWYABOOK f 6 & 8§ 2 yIN
6SNIISNI 2wl N®IEF 3 EESH & aK26y KSNBY
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I M e Manage ServerControl — O X

Home Share View Application Tools 9
< v ¢ C:\Program Files\Advantech\DeviceOn Server\ServerContro/ g K¢} Search ServerControl o)

A~
~

Name Date modified Type Size »

s Quick access [ FIUgINUOCKForm.all 1/ 1U/2U1Y £22 FIVI APPICATION EXTENS..,
I Desktop < B PostgreService.dll 12/10/2019 Application extens...
; Dewiloads: # || RabbitMQService.dll 12/10/2019 2:2 Application extens...
B Documents’ # % ServerControl ] 12/10/2019 2:22 PM  Application
o o ServerControl.vshost 12/10/2019 2:22 PM  Application
MEl Pictures 4 | ServerControl.vshost.exe.manifest 12/10/2019 2222 PM  MANIFEST File

4.2.1 [@ Qenvice Cantraller All 12/10/201Q2:72 DM Annlication svtenc N

v <

Adman~aND 47

>
17 items  1item selected 66.0 KB -

wAKG Of A0l 2y DS yHRIGENBESKY O2WNE O2¥YKISYy SYWH S I
AYRAY2 NBEE RS NBR fA3IKG YSIya GKS NBaAL A

JSOUABS
- D Management Service
0 Tomcat Service
' O PostgreSQL Service
© MongoDB Service
ml 0 RabbithQ Service
E 0 Grafana Service
O Exit
., alylr3asSySyid {SNIBAOS
¢KS adalylF3aSySyiaé¢ aSNBAOS AyOfdzRSa GKS 5S@A0OSh
LIN2 OS&dasSa 05S@AO0OShy YR t NPOAAAZ2YAYENP 2PN SNDS il
G0KS Of ASyd FyR &aSNWSN®» /fAO0] a{d2Lk G2 aidz2L) (K
¢¥XOlFd { SNIBAOS

S
tKS 5S@PA0Shy ©5S06 ASNBAOS dzaSa ! LJ OKS ¢2YOF G 0z
[ f MO Lai2 aid2L) GKS ! LI OKS ¢2YOFd aSNBAOSO®
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Tomcat Service

Service is running

C2NJ I RgI y OSSR { RYHASGQIINI 2iA 28yR @zt Y | SINIBRNMIFBYOH G SR A
AyaulttlriAazy T2t RSN®

| 5 | conf — O X
Home Share View o
< v 4 lvantech\DeviceOn Server\tomcat8\apache-tomcat-8.0.51\ confiNd K¢} Search conf el
. ~
I Desktop o) Name Date modified Type Size A
= Documents | ] catalina.properties 12/10/20192:22 PM  PROPERTIES File
& Downloads || context 12/10/2019 2222 PM XML Document
D Music | | logging.properties 12/10/20192:22PM  PROPERTIES File
B Dictures > server | 12/19/20193:45PM XML Document
= - L tomcat-users 12/10/2019 2222 PM XML Document
8 Videos :
| | tomcat-users.xsd 12/10/2019 2:22 PM  XSD File v
‘e Local Disk (C:) - |5 =

9items 1item selected 5.77 KB =

. tAaGANB{v] {SNBAOS
¢KS NBfFdA2ylFf RFdOlFolasS o6t2adaNB{v[V0 Aa dzaSR i
de2Xiad2L) GKS t2adaNB{v] &aSNBAOSO®

PostgreSQL Service

@---oesa

Service is running

I D!'L G21208! FOFASESBBREA RAYy3I | O0Saa G2 GKS t2aG3
t 23 03INB{v[] AyaillttraArAz2y FyR Aa f 26043 SRS TAlydz (K S
AdR&EINBEAR (KS LI aag2NR Aa (KS 2yS e2dz RETR¥ SR

y20 RSt SGSKSRAU RIVEAZBGOK SYS EGA GOy SYRNEG ad2L) (:
YAdaAy3do
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| \_/:l v Manage bin — O X
Home Share View Application Tools o
€ v 4| v|®| | Search bin »

I Desktop 7N Name Date modified Type Size A

| Documents | ¥ pgAdmin3 12/10/2018 2223 PM  Application 10+

‘, Downloads "W pgbench 12/10/2019 2223 PM  Application
) Music (5= postgres 12/10/2019 2223 PM  Application 6,4
I 12/10/2019 223 PM  Applicatio
&= Pictures W s pplication
53 W reindexdb 12/10/2019 2:23 PM  Application
B Vid x
o Yiceos |2] ssleay32.dll 12/10/2019 2:23 PM  Application extens... S

‘e Local Disk (C:) s |5 =

60items 1 item selected 10.2 MB =

, a2y3a25. { SNIWAOS
2 LINEOWEANI RFGF FTNRBY OftASyld RSOAOS&as 5S@PA0OSH
LISNF2NXIF YOS | yRUGEG2 YLINBA & XA y NI @ gRDIGA 08 &SI oh K S A
AaSNIAOS®

MongoDB Service

. mongoDB

Service is running

wlkooAtav { SNIAOS
wkooAlav Aa 2yS 208 HAROE8EHSIENERSNRE 1decSeR O 24
SEOKIy3S YSaal3daSa 0Si6SSy (K2 LIGNRIISUKBYRI 06 A Sy

RabbitMQ Service

Rabbit

Service is running

., DNIXTFILyl {SNIAOS
DNJ FAlay FF LJ2 LddzE | NJfF NehoYaS @2Nik (RK/TROZS NB NI @&  dzRE &t ST
a2dzNDOSae® 5S@AO0OShy &adzlJll2Nhia || aAYLXS w{hb !tlL
STTSOhRN@AYHA Y 5SPAOShy RI{itie XD AZdDUISHKSR DN A

Pur c hlansfeo r ida tPir @mrd u c t 59



https://campaign.advantech.online/en/DeviceOn/index.html

ADMNTECH

Enabling an Intelligent Planet

Grafana Service

C¢t
¢2 NBY2I

R AREEMOE (S0 0O S hayE INIBANDISE C ¢
Fad | RST WK S !aujllemméa COLY SNIBBSNJ A& | wmnsxE: LlzNB
O2YLX SGS FTYR LERNIFoftS C¢t &aSNWSNI Sy3aAayS a2t dz
COL} SNIBBSNJ Oy 06S NYzy aidl yRIf 2RISSVI2H Vi@ SRRYER2 4 & U
WE @1 | LILIX AOF GA2Yy ®

Uy

FTP Senvice

Service is running

312 Background Watchdog Service

., 21 GO0OKR23 { SNBAOS
¢ KSNB AR Il 3/RIDARER K Rl Sy | 3 S NSYAGIO & ossm() hy |
2 2 NJISN® Sy adaNBa [ff GKS FdzyOliAazya 62N] | SEL

‘. Services = O X

<
mw <

File Action View Help
&9 | FEcz HE »enwp

. Services (Local) . Services (Local)
WPWatchDog Name & Description Status Startup Type Lo A
y f % Work Folders This service ... Manual Lo
%eifat:fhs::::\:ce »' % Workstation Creates and... Running Automatic Ne
T ) e Web Publishi i Provides W... Running Automatic Lo
Running  Automatic

o WWAN AutoConfig This service ... Manual Lo
»‘* . Xbox Accessory Management Service This service ... Manual (Trig... Lo
~” : Xbox Live Auth Manager Provides au... Manual Loy
< >

\ Extended K Standard /

32 Devi cWIO&Egent

2 L ffASNMIy a A 2AYR26a aSNWAOS: aepfiSEBBGt b A S &a Hz €
O2yySOlUA2Yy (2 G(KS28WADKESE yT HISNBSHDA | IyNRE & dzLILI2 NJ
K2g (2 2dz3tiSA SOREES NI Ay OGSNFIFOS (2 OSNAFe (KS OdzZNNB

AYVF2NXYEFGA2Y 2F GKS Of ASyld RSOAOS® 2IKENBGUAS ¥ iy 2
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AY 2NRSNJ G2 | @2AR AYLIINBEORIZLSI@ ONF aKSR 2N KIy

321 WI SEgeobnnection

LT &2dz F2ff206SR P A FWHIRNIORVAY2S/E 12 JAKS B IA OS
aK2dzf RLESE SHK2 NI Odzli 2y @& 2 dzNJ BN [SERILud@ye A 1B{iE { LI
P 3Shy/  FaSNI €2 Ldfy D RFAINIGAKYSGH SNF I OST Al oAt f LINR DA
a0l 1dzaX RSOAOSLEAY FRNIHA GS 2b/1 YSESIyE ¢Sttt & O2yy
L2¢YSeoo

E Service Connection — >
WISE-Agent &
Agent 1D:
00000001-0000-0000-0000-00D0C9123492
Device Mame:

Connected ACDY

Credential URL:

loTKey:

a2

Advantech -onp. All Ngnis reserse

| 3SYE SOAOS dWyK G dRBSEKBdzE § A& ow OKFNIOGSNEZ

I RRNB&aa 6mu [/ KI N OGSNAERO

5SQOROBE 5SOAO0S yIYS a akz2e¢y 2y GKS 5S@AO0S
. I NBRSYWAgFYSOwWA 2y ! w[ = dzi SF“z G2 | dzikKSyGAaoOla$s
., ReYWRyYyySOUuRRIYOKYS®RSPAOShy Ot ASyid KIFa I dzyA

SadlrofAakK GKS avee aSaarzy

5Aa02YyéDiai2L) GKS RSOAOS 0O02yySOiA2y | YR RI

G2 a02IL8ABHIINDAOS

L&F2dz g2dzf R fA1S (G2 FR2dzad GKS RSOGAOS yIYS 2N O
2y GUKS (2L NALIRERY! VR f ia
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B service Connection — *
WISE-Agent N &
-Options
Agent 1D: License Purchase
00000001-0000-0000-0000-00D0CS1234| About
Exit
Device Name: )

Connected ACDY

Credential URL:

loTKey:

=

. h LI PPy SNI f
CKA&G 2@0SNBASG LI 3IAS LINPOARSAE AYWFRAXGOEXL Yo 13h ¢ RA ¢
MnOX dGa!/ ! RRNBaaé¢ 2F (GKS OftASyidxX dGaSY2NER /| LI
F LILJX AOF 6t SO ¢KS yASNERRYW: 2N LINGR S LIS NG MIE F DK E
Of¥i RSOAOS A& |y ' ROIYGISOK LI FGF2N)Y GKFG Aa
frasSad {!{L! RNK G8RIOBNE E I P& NEKNE { S6 AISA VI AOF
OSNEAZ2Y ®

E Options — *
WISE-Agent &
General Device Information
Security
A . Device Mame:
cooun
ARK-1550
Advanced
Intel AMT Operating System:
VNG Windows 10 (Version: 10.0.177863)
MAC Address: Memory Capacity:

000BABT18EFA 7.91GB

Advantech SUSI Driver
4014821
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. h L) 2 $ OdzNA G &
¢tKS O2YYdzy AOlF A2y LINRG202t dzaSR ¥2NJ vySaal3sS SE
AY Rdza 0 NB ABKGWRSIANIRK G YSaal3Ay3a LINPOI2O0&IL fFRASY & Y I
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E Options - b
WISE-Agent &

General Assign to Your Account
Security . . " .

Assign this device to Device Account to
Account monitor and manage it remotely.
Advanced

Account
Intel AMT
VNC

Password:

Create Account
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Intel AMT Password
«=»
h LJG 52 ¥ /

2 LftASY G adzZ2 NI a NBY2 @S RISaiING 260 / @K NR2diA KO | o/dzA Y |
f20F0A2y 20F0NIR2dN) 2pWadld/fdAidk2Y RyFa LINBIESRARNBER RX
gryid G0KS NBY2(0S RS&a(1dG2L) FSIFddzNBE G2 0SS | QL Aflof

Pur c hlansfeo r ida tPir @mrd u c t 65



https://campaign.advantech.online/en/DeviceOn/index.html

ADVNTECH

Enabling an Intelligent Planet

VMC port number:
5904

(O Disable KVM connection

E Options - b

WISE-Agent &
General ChoseVNC Setting

Security

@® Default VNC server

Account

Advanced O Custom installed VNC server (only support

Intel AMT UltraVNC)

VNC Set VNC password:
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———— SAWINHTTP Web Pr..  WinHTTP impleme.., Manual
The Wired AutoCon...
Description: £Sarvi
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Lo WMI Performance..,  Provides performan.., Manual
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. Services

Eile  Action

& o= HE > ®n

Miew Help

(=N B

. Services (Local)

. Services (Local)
SAWatchdog

Stop the service
Restart the service

A

MName

. Routing and Rem...

E SAW S&latchdog Started Automatic

Lo oeCondary Logon

Description

Offers routing servi...

nables starting pro...

Status

ted

P

Startup Type
Disabled

Description: " Secure Socket Tun... Provides support fo.., Manual
NiWabchdog Lo Security Accounts...  The startup of thiss..  Started Autornatic I
2 Security Center The WSCSWC (Wind... Started Automatic (D...]_[
o Server Suppaorts file, print, .. Started Autornatic
. Shell Hardware De... Provides notificatio..  Started Autormnatic
S Simple TCP/IP Ser... Supports the followi... Started Automatic
2 Smart Card Manages access to .. Manual i
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\\ Extended &Standard/
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Overview l Event I l System I [ Device Status ] l Device Ranking I [ Device Map ]
Device 4 Real-time Actions 9) mpﬁ @le@ml‘
Account
Event Log
App Management ! New Screenshot Reboot
Screenshot Default Reboot Default
Settings 4
Event
Dashboard 4
Schedule List < February, 2022 > Event Logs Statistic
@ Menu Bar
Mon Tue Wed Thu Fri Sat Sun Total today: 75
1 2 3 4 5 6 50 4
7 8 9 10 1 12 13 40
I 14 15 16 17 18 19 20 30
No schedule 21 22 23 24 25 2% 27 20 19)
28 10
@
g
Warn Error Info
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Role: Super admin
f———

User account:

| My Profile ‘ | Logout |

N

[ Back to the old interface

[ Fy3dz 3Sa
5SOAO0OShyY &dzLIL2NIia YdzZ GALX S fFy3dzr 3Sa ddKIaG OFy
OF N3 / dZNNBy (i 83 ditKBNS I NBOKXKNSS HFNRYY 9y IfAAKZ
| KAYySasSo

Language v
English
ERP
kP
Logo
, Document P

. 520dzyYSyid ocCc!'v g !tL wSTSNByOSoO
CKSNBE INB (g2 R20dzYSyia 2y S5SORPBh Yy yaza EENKA ¥ ESK
AyOf dzZRAYy3 GSOKYyAOIf YR 3ASYSNIft ljdSatdrazyaod

Pur c hlansfeo r ida tPir @mrd u c t 68



https://campaign.advantech.online/en/DeviceOn/index.html

ADVANTECH

Enabling an Intelligent Planet

Language b

Logo

Document v

FAQ

AP
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‘ * DeviceOn Restful API 1173

AncmalyDetections...

User Guide - URL Path

Add Device ADS

Add Group ADS The full format of URL Path for WISE-PaaS DeviceOn Restful APl is "http(s):/{WISE-PaaS EdgeSense Server IP or
Delete Device ADS Domain Name}:[Port]/{Relative Path of API}"

Delete Group ADS

GetAll ADS http://172.22.12.21:8888/APTInfoMgmt

Get Anomaly Data (ID)
Get Anomaly Data (Last)
Get Anomaly Data

Get Device ADS
SEIEELETE AnomalyDetectionService

Get System ADS

Update Device ADS

Update Group ADS AnomalyDetectionService - Add Device ADS 100+~
Update System ADS

Appinfo Add device ADS settings for given agentId

Get Application Version

Get Encrypted Password
Get SRP info

/rmm/v1/ads/device/<agentId>

OTADeviceManager

. . Request Example
Get device by group id

Get device number of ota
by group id

Get device pagination
information by agentid

Get softwares by agent id

PackageControl

Header

Delete a cluster packages

Version 4.2.3 ©2020 Advantech Co., Ltd. All rights reserved.
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1
B O & @
You have 1 new notifications D

@ OPERATION

Account : root

v

Type: OPERATION

Subtype : ACCOUNT_LOGIN

Severity : INFORMATION

Account : root

Device : none

Message : Account login successfully

Time: 2020/7/21 18:20:31

Information Warning Error

‘ More ‘ ‘ Clear All
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' TGSNJ @2dzNJ RSZAOS 2y o RISMRAOSAD & 3/NER VXA RS & NE
NB (i NIRSS/AS Ay RE 8tz REKHD O A RN 5 FPWREIS>02y il Ay RSO
dzLJANI RS &l (dzax LR gSNax¥ Vi ASWBEFT (2 yRA B8 ORS K503
NIY2GS RAIF3IYy2a0A0 I YR R SoSdeHifZiF K NE dZAK ywRBY RS NI RY
51 itl20 INRE &ziISPA OS (G KNRdzZZK GKS 5S@PAO0S DNERdzLID wdz
RSOAOSa RIAMMSOA Y 2NB HIRGF yOSR G2y BA A dNIGISAY2 V.3 Ci] dad
t NPGSOGAZY QA 5K AIGRE itINR JALA A A gelBxp2 Yy G2 RSGS

A s oA = 7

ly2Ylfe &§3G80GAz2Y

Pur c hlansfeo r ida tPir @mrd u c t 70



https://campaign.advantech.online/en/DeviceOn/index.html

ADVNTECH

Enabling an Intelligent Planet

Overview

Device

List

Monitoring

Remote Control

Data

Group

Task

Rule Engine

Provision

Anomaly Detection

Account

Event Log

App Management

Setting

Dashboard

B & @
List v
Select Account Select Device Groups Select Status
root@advantech.com.tw ~ All v All ~
+ fW [ A DeviceName v | Keyw Q 115et 12y %
m
ASMB-586 Power Extended More Direct Mode
[ ] Iris-Test 7 Power Extended More Agent Mode : ASMB-586 E
[ ] dylan-dell-nb 8 Power Extended More Agent Mode : AC09 E
[ ] test-VirtualBox 2 Power Extended More Direct Mode :
[ ] WunhueiBooK 1 Power Extended More Agent Mode : AC09 5
[ ] DESKTOP-ARK-1550 9 Power Extended More Direct Mode 5
[ ] DESKTOP-65TIDMV 8 Power Extended More Agent Mode : ACO9 :
® AIMB-787 1215 2 Power Extended More Direct Mode 3
[ ] test-ubuntul6 2 Power Extended Mare Direct Mode :
[ ] Iris-PC 7 Power Extended More Direct Mode :
Version 4.3.2,20210108 ©2020 #5242 5] All rights reserved.
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Select Account

root@advantech.com.tw

Select Device Groups Select Status

v Al v Al -

+ @ I-_| 81 9geviceName Y [x

STATUS I5| DEVICE NAME m QUICK FUNCTION WAKE-ON-LAN MESSAGE m

ASMB-586 7 Power Extended More Direct Mode :
[ ] Iris-Test 7 Power Extended More Agent Mode : ASMB-586 :
[ ] dylan-dell-nb 8 Power Extended More Agent Mode : AC09 :
[ ] test-VirtualBox 2 Power Extended Mora Direct Mode
[ WunhueiBooK 1 Power Extended More Agent Mode : AC09 :

@ QI 11 Set 1 /2 3 »
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Device OnBoarding [}

SetUp Select Devices

Selected Device

Select the devices you want to onboarding.

Agent Name [0 only Connected Devices

Select Device v

QO Advanced Option

Hint:
(1)WISE-Agent : Available for Windows 7+, If Available for Ubuntu 16.04 please contact us

(2)Hint: To fast device onboarding, please put the WISE-Agent and credential file
(Agent.config) into same folder.

(o ) [ e )

IEAOY2MBR Y (20 RRARLIARYdE 2y S OK RSOAOS ftrado

11 Set 1 25 %

+ @' I-_I E& Device Name v | Keywo

Power Extended More Direct Mode /\o

-

ASMB-586

IF

Edit Davice @

® Iris-Test 7 Power Extended More Agent Mode : ASMB-586 Device Details

® dylan-dell-nb 8 Power Extended More Agent Mode : AC09

A
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Edit Device <

Device Name

ARK-DS520-PC

Assigned Account

root@advantech.com.tw w

Select Device Groups

AA-X11 O AA-x115656

[J Default [0 bgfdbhgbf

[0 testonlylrisf~~~ [0 wise-test

Assigned Groups

(Root: AAX11 X) (scott68.cha... x) (terrylu:Def... X) (000BAB4231... X)

[ CONFIRM ] [ CANCEL ]
It A\ORSEBES AOBWt{HABRAARW A2y SI OK RSYAOS fAa
G2 RStSUS GKSaS RS@OAOSao

® ASMB-586
@ Iris-Test
-+ [, A O e dylan-dell-nb
/| tA01 2y SELRNI A02y (G2 SELRNI RSOAOSa GKI
+ @ A

Device Name Agent ID WAKE-ON-LAN Mac Message  Status
DESKTOP-NRBOJ2A 000C™9¢ " D0 OC J0C D30 Not Set 000E.  JEL 30 Device Online
ac09 00C°  0000-0000-0000-122 4f Not Set 128532 ADSD Device Offline
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Device Belonging Search [
DEVICEID
. ©)
| )
[ Search [ CANCEL ]

204 2dzR R2 f20a 2F NBY2:GS | O0GA2y 2y G(KS RSOAOS
o QO@O®
Protection @

5

® ASMB-586 6 Upgrade Direct Mode
Backup and @
Recovery
Back
[ Iris-Test 7 T e tended More Agent Mode : ASMB-
586
[ ] dylan-dell-nb 7 Power Extended More Agent Mode : AC09
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Device Details (%]
Basic Information Function Information

Device Name Wake-on-LAN

ACO09 EEEEE

Connection Status Last Connected At Device ID

@ connected 2020/08/13 09:30 00000001-0000-0000-0000-000BAB1255AF I
Status Message Data Upload Upload Interval

null Data Upload ON 60 seconds

Device Groups Show All Items ° System Information

Groups Amount: 1
Operating System
Windows 10 Enterprise LTSC 2019 X64

P
( Default )

Assigned Account Show All ltems °
Groups Amount : 1 Version MAC
— 1.4.8.0 00DOC9123491

(Root: Default:' N -
CPU

Product Intel(R) Core(TM) i7-2655LE CPU @ 2.20GHz

WISE-Agent
Memory Platform
8272700 KB S0M-58590
S/N BIOS
000BAB1255AF V1.12
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Fdzy OG A2y | yR O2 yitFa SyiNGRD NBB/R y20dkNJ f2dL { 9

_./I;_"\ f' ) .
Power (=) .|--'||'-
\>

—

7 \
__,'\ j\;\/’

bSERDI YRS B NI RARAIZYRISAKE 2 LIGR alSoRAWR al yI 3

Pur c hlansfeo r ida tPir @mrd u c t 75



https://campaign.advantech.online/en/DeviceOn/index.html

ADVANTECH

Enabling an Intelligent Planet

I 2y ONRE IASNI/Y I MOSROARS 2dzi 2F oFyR YFyl 3Sy

Ad oy2NXIf 2N L26SNBR R2¢gy> AG OFy o6S
YSUg2N] a3 6KSGKSNI AY Lldzof AO Of 2dzR 2 NJ LINA

P D) () () (D)
ower ()T )))(K) iBMC
NN/ NS N Vi

iBMC - DESKTOP-VFTTPVJ Q
iBMC Action
~
Reset
Force Shutdown

Turn On

Turn Off

vvvvvvv

K
RSOAOS 423a0SYOELDIBNRPSYFALSST oG 5[] §
{ SO Gt WR OHa N2 ¢ SIOA ARWABSED = FX NBESHRE dxIF 91 R
GKSNBE Aa yS¢ OSNEAZ2Y NBtSIFaSR o0& ! ROy
I dzd 2 YIdi A OF f £ &

{SO2yR: MNHERIBEN ADY TES aaKALINR 1SO0GA2Y YSO
o O

Upgrade (%]
Device Name NBO080925
Device Version 1.3.4.0
Latest Version 1.4.6.0
CONFIRM | [ CANCEL ]

w»

C2dzNI KX {2adGSyYy . I O dzLK OJNBFABNEBG 2A &0 | 1T BN
NHzy G AYS aeadsSy LI{NSAGINRE @1d K BY delSk vl 20¢8S |
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v
Overvies w Select Account Select Device Groups Select Device Refreshing Every
root@advantech.com.tw o Al o Acos .~  S5seconds -
Device
[ Network I l System ] l Event I
List
0.4
Monitoring Installed Programs
0.2
Remote Control 2 1
0+ T T T T T J
09:52:04 09:52:10 09:52:20 09:52:30 09:52:40 09:52:50  09:52:54
Data Time
Group
i N G A
Task Used/Total Disk Storage Voltage )d)
. Disk Partition
Rule Engine al A\ @ 12V @ 5VStandby @ CMOS Battery
v
Provision

IPMI

Account

Event Log

App Management

Setting

Anomaly Detection

Used Storage (GB)

46.

Total Storage (GB)

‘
CPU Usage

Ll

‘ 1

1 80 :
09:52:04
GB ime

09:52:14
12V: 11847V
5V Standby: 5043 V

CMOS Battery: 3.178V

09:52:50  09:52:54

[ERERIN 005214 09:52:20 09:52:30 09:52:40
Tim,
3 ()
Fan Speed )d)
(rpm) @ CPU @ System

{2YS
02

2F RSOA

NB i NARSOS

OSa &adzllLl2 NIi Ydzf GA LI & OF $Sige 208K S O deiRia
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Network
Network Speed
1
MUUs00 s,
“_*:2‘“ _5;’-,
~ o Mbpsooo -
'y
Network Usage Details (]
25et 1 /1
Statue |= Name = Description = Link Speed (Mbps) |= Usage (%) (%) |= Speed (Mbps) |=
[ ] Index2”-Ethernet 2 Intel(R) 82574L Gigabit Network Connection #2 1000 0.003715 37.15
@ Index1*-Ethernet 3 Intel(R) 82574L Gigabit Network Connection 0 0 0.00
O bFEWS blkYS 2F ySis2N] O NR
O 5Sac“>N3yL§J(ij7;32m RSAONARLIIAZY
O { (M 62 NJ ézyy O0SR 2NERBAQSWYSO(IOREf B2
& Network Connections - O X
T ‘& « Netw.. > NetworkC.. > v O C o)
Organize - 1 O
~ Ethernet ~ Ethemet 2
L\s ADVANTECH.CORP L\,E' Jetwork cable 1 Qe
@™ Intel(R) Ethernet Connection 1218- p 4 itel(R) 1210 Gigabit Networ )
2 items =
O [AYy]l {LSWEBI®2NI{ Xl EAYdZY ftAYy] &LISSR
78
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| Ethernet Status

u
General

Connection
IPv4 Connectivity:
IPv6 Connectivity:

Media State: Enabled
Duration: 1 day 00:39:35
Speed: 1.0 Gbps
Details...
Activity
Sent — L! Received
\, -
ar=
Bytes: 41,650,567 25,413,109
9 Properties G Disable Diagnose

Internet

No network access

Close

dANINSG R/ BigR 3 S =
REOSA®BGOSO®

O 'al dSWis2N] O
O {LISSR ovaSYR dza
Ethernet

hroughput

Intel(R) Ethernet Connection 1218-LM

4 address 172.22.12.241

name Ethernet
ADVANTECH.CORP
Ethernet

fe80::113a:5543:76b0:d233%13

[ £ AQF G20y NB (i2NBOENALB y (i deaiSaNd JLINBTO S&FENU R @M
YAIKG 66D IANNHYRH KR BRI 2KBDO | LINEKBNF Y& 2¢y G KS
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System

Process

Software Is Active
2 1 records

Installed Programs

25

ALISOATAO LINROSaa

/I A0 Y2 NB U RKRNBABWRIRYA Yy &2 dzNJ
Software Process Details ©
e o 21 Set 1 13 »
PROCESS NAME = | PID I | CPUUSAGE I= | MEMORY (GB) IF | MORE
OneDrive.exe 9276 0 45,452 o
s
explorer.exe 8608 0 44,23 Reset Process )
i Kill Process X
ShellExperienceHost.exe 8612 0 40,
SearchUl.exe 10568 0 28,424
AnyDesk.exe 9716 0 17,800
ServerControl.exe 9888 0 17,628
jucheck.exe 1636 0 16,540
jusched.exe 11048 0 15,512
svchost.exe 8444 0 10,748
SusiPanelDetection.exe 10252 0 10,524

C2NJ KI NR RNMX@S
KSIfGKe ARRYRA

G§KSTTAODI

f

LJI

3

S

all 0dzaR yf 22 N GASHE (yHRY 0 6 tkR vy G &MENS
SRSy UKE

Y2RSf X

G KI
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Used/Total Disk Storage
Disk Partition
--All--

Used Storage (MB)

55 .

Total Storage (MB)

181.

Storage Details o
Hard Drives = Keyword Search Q 1 Record(s) 1 /1
Index |= Mame = Type | Health (35) |= Temperature (°C} |& Power (in Tima [Haud 1= | Mears
SQFlash -
il
1] SQF-525M4-64G-S9C SQFlash 84 30 13783 H
Disk Partition = Keyword Szarc Q 1 Record(s) 1 1
Disk Name = Used Storage (MB) = Total Storage (MB) =
Disk C: 31,313 59,955
C2INR QI yUISOK MY REKENES T LINEP JARS | ROl WYONIRZ NWITy2 DT
RFe K2ad 9 b!3 59 5350 AV IZ 3 KSR agﬁz y ©
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@ Storage Details o

SSD Life Left (%) SSD Capacity Used (GB) SSD Performance (MB/s)

W Used Free

27.97 GB EEnYSYel:

&

Per Day Data Written: 0 KB
Estimate Life End: 10/28/2028

SSD Information SMART RAW Value
s I
Lol e e
FFT30765150804606271
ae UnexpectedPowerLossCount 00000000000F
c2 Temperature 00000000001E
f2 TotalHostRead 00000032416F
aa BadBlockCount 000000000043
OPAL SUPPORT Not Support
11 SpareBlocksRemaining 000000000050
10 InitialSpareBlocksAvailable 000000000050
e
e7 SSDLifeRemaining 000000000054

A

wsSY2i

/ 2

wn
<

e

uz

A

§6dz3s RAF3Ay2aiGA0 (2 &R NRIZRES O
0SS O2y UNR2LIBANI YAV ISTFhHE2 NINBRIzDE A
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R
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- 18
. B 0" ¢ @
Overview Remote Control .
Select Account Select Device Groups Select Device
Device - ot
Sephirot - All ~ ARK-1550 .
List

— = i R onsar e
Remote Control ~ P 7 s
Go ToScreen Shot ‘:B Go ToTerminal 'E' Go ToRemate Desktop 'E' Go ToOSD Control E\Izl

Data

Group
SQFlash Self-test

Task

6o ToSQFlash Selftest  (fF

Rule Engine

Provision

Anomaly Detection 0 AudioVolume Control () USB Drives [ ]
Account

— — T + — — 0 + Able to Access

Event Log
App Management « =5 Function Key . 2%  Hardware Watchdog © [\ Windows Notification .
Settings ¢ Available Disabled Enabled
Dashboard ‘4

b ONBSyaKkKz2iae
¢CKNRdzZAK (GKS { ONB SyiiaAky2Si aiCeNBRS/(E RIKEGSANBS Y i€ f A Y M
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Screen Shot
Select Account Select Device Groups Select Device
root@advantech.com.tw -—All - AC09

N 4

Server ...

&£

AT g3 B

o

®®O©

11:19 AM

Screen Shot

Select Account Select Device Groups Select Device

root@advantech.com.tw —-=All --- AC09

N v

The 0S of device is not logged in
Please check your device first

®@@©

2 GSNNAYIFf &AdzLL2NI Fye O02YYl YR

GKS ySGg2N] 2N O2LIRKkDASH

FAES

2y

i 2

iKS RSOAOSO®
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Terminal o
Select Account Select Device Groups Select Device (C-D
root@advantech.comitw _, All - ACO09 - )

Microsoft Windows [Version 18.0.17763.1339]

(c) 2818 Microsoft Corporation. All rights reserved.

C:\Windows\system32>

v S Y 250155 180 2 LJ

5S@EAY f SOIYNT AN detbt b St @A BPKYy2v2HEAAYA I OKASSS
ONA RIS RAFFSNBYG ySis2NkSHE FSS RyiEADroft A O Y & RLIND
2y (IKSANL] 2N Y20NR 82ARSOEO08DShL Y KB ¥ A RSS oRAA {IHy2R
RA I 3yt2(aSilAz08p Y I 168 64 daNB S&/F1 dzNaI#E NIw2A i diyoo2cdeyviiog RIB S
RS2 @$06 2 dzypR A NI =
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Remote Desktop [ ]
Select Account Select Device Groups Select Device
root@advantech.comitw _, All - ACO09 -

b ROIYOSR / 2y UNRCT

C2N) 20KSNAR TSI Gdz2NB&a2 LIBNIWSWRY2Head8N RERABE NRg |
2 AYyR2¢64a [ 201 R26Yy 2K CdENESa { FoyNIPAGRY [ VI FHK.IC VoSt {0S NID A
G2 LINPOARS I ROl yQOSIR 002 yIi{fNZV{SENM@TERS. 0@ O S RIA Y R2
b2 ATADE@ORY ¢ 2 dEOKIZY SEN dgNISTF A SKROP2 NAGS CAf GSND

d{. BNNBESY(d G(KNB| a RNBR®2IE diyaOMRIZRS 1Se062 NR
€ dzy OVSBBEN A | b G3RE G 2 KR WS &
BAYR263 OBPAGNOH LILI AOF @A2Y Yy20AFAOFIGAZ2Y
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¥ Windows Security

Firewall & network protection

Turn on Windows Firewall
Windows Firewall is turned off. Tap or click to

Expand

BN GO togptings to aqgyate Windof

Tablet mode Network All settings Location

. 1241 PM
£ ALY E vozime

@2 dzQBNBS YK & 0t S (G2dz0K O2y (i NP
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SYyS¥Ala
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ySg LI | NB y2i SELISOGSR (2 068 FTNBI|jdSyit e

A
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Json Tree

{
vBacklight: {
vBacklight 1: {
bn: "Backlight 1",
ve: [
~{
id: 17186177,

n: "Brightness

v: @

}J

~{
bv: 1,
id: 17185921,
n: "Backlight

i

1
id: 17185153

3
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